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Editorial:
We cordially invite you to attend International Conference on Computing and Electronics
Engineering (ICCEE-17), which will be held in The Pride Hotel, University Road, Shivaji Nagar,
Pune, Maharashtra on September 17th, 2017. The main objective of ICCEE-17 is to provide a
platform for researchers, engineers, academicians as well as industrial professionals from all over the
world to present their research results and development activities in Electronics and
Communication, Computer Science Engineering and Informational Technology. This conference
provides opportunities for the delegates to exchange new ideas and experience face to face, to
establish business or research relations and to find global partners for future collaboration.
These proceedings collect the up-to-date, comprehensive and worldwide state-of-art knowledge on
software engineering, computational sciences and computational science application. All accepted
papers were subjected to strict peer-reviewing by 2-4 expert referees. The papers have been selected
for these proceedings because of their quality and the relevance to the conference. We hope these
proceedings will not only provide the readers a broad overview of the latest research results on
Electrical, Electronics and Computer Science Engineering but also provide the readers a valuable
summary and reference in these fields.
The conference is supported by many universities and research institutes. Many professors played
an important role in the successful holding of the conference, so we would like to take this
opportunity to express our sincere gratitude and highest respects to them. They have worked very
hard in reviewing papers and making valuable suggestions for the authors to improve their work. We
also would like to express our gratitude to the external reviewers, for providing extra help in the
review process, and to the authors for contributing their research result to the conference.
Since July 2017, the Organizing Committees have received more than 60 manuscript papers, and the
papers cover all the aspects in Electronics and Communication, Computer Science Engineering and
Informational Technology. Finally, after review, about 11 papers were included to the proceedings of
ICCEE-17.
We would like to extend our appreciation to all participants in the conference for their great
contribution to the success of International Conference 2017. We would like to thank the keynote
and individual speakers and all participating authors for their hard work and time. We also sincerely
appreciate the work by the technical program committee and all reviewers, whose contributions
make this conference possible. We would like to extend our thanks to all the referees for their
constructive comments on all papers; especially, we would like to thank to organizing committee for
their hard work.
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Automated EB Bill Control Measurement with
Automated Power Disconnection
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[1][2][3][4]
UG scholar [5] Assistant professor
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Department of ECE
CMS College of Engineering,
Namakkal (DT), Tamilnadu, INDIA.

Abstract: The design presents a latest methodology for avoiding the maintenance costs and high construction in the existing
indicator sense technology. Apart the use of wireless meter reading with network technologies has become need of the day. The
designed system avoids the man involvement in Power Management. The online banking use to credit the amount in user or
consumer account in time, if couldn’t, the power connection may be disconnected automatically from the remote server. It displays
the equivalent amount and reading information on LCD and data is sent to the server through the GSM Module. The PIC based
hardware system consists of a processor core board and the peripheral board. The entire user interface design for microcontroller
operation is based on Embedded C Language. This system provides capable meter reading, avoiding the billing mistake and
reduces the protection charge. Online banking service is used to automatically debit the bill amount in user bank account this
paper also addresses compensations of implementing the GSM communiqué module and design detail and discusses the forwardlooking security of the data communications.
Key words: Wireless meter reading, GSM, PIC16F877AMicrocontroller.

I.

reader. So the difficulty which arises in the billing way can
become incorrect and inefficient.

INTRODUCTION

The wireless communication media has made the transfer
of information quick, secured and correct. The digital
performance caused the rapid consumption of devices such
as
computers
and
telecommunication
devices.
Communication media like the internet, GSM networks,
etc exists everywhere. Wireless meter reading puts more
control into the hands of both utilities and consumers by
giving them more complete information about power
consumption.

The microcontrollers use to developments in the
Wireless communication technology, there are many
improvements in automating industrial aspects for reducing
manual efforts. The usual manual Meter Reading was not
suitable for longer operating purposes as it spends much
man and material source. It brings extra problems in
estimate of readings and billing manually. Now-a-days the
number of Electricity customers is increasing in huge
extent. It became a hard task in management and
maintaining the power as per the rising requirements.
Presently maintenance of the power is also an important
job as the human operator goes to the customer house and
produces the bill as per the meter reading. If the customer
is not available, the billing process will be awaiting and
man operator again needs to revisit.

II.

Step down transformer is use to allows better regulate
power supply. So, remote wireless meter reading system
and management kinds of network technologies has
become a trend now. In the work presented here, a
technique has been developed to read power meter
readings from a remote server automatically using the
existing GSM technology for cellular phones.

Going to each and every customer residence and
generating the bill is a difficult task and requires more
time. It becomes very difficult especially in rainy season. If
any consumer did not pay the bill amount, the worker
needs to go to their house to cut off the power supply.
These processes are time consuming and not easy to
handle. Moreover, the manual operator cannot find the not
allowable connections or malpractices carried out by the
consumer to reduce the meter reading the man error can
open an opportunity for corruption done by the man meter
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EXISTING SYSTEM

This technique can be used for gas or water meters as
well. The meters transfer the power measurement like kilowatt-hour (kWh). by SMS to a main server. The online
banking option use to debit the amount in user bank
account automatically and the user account balance is low
buzzer and LED are use to indicate or alert the user in
particular time after relay is use to disconnect the power
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supply and user pay the bill after connect the power
supply.

the EB station and PC use to collect the data and online
banking service use to automatically debit the amount in
user account and bill details send to user mobile phone ,no
balance in user account Buzzer and LED are use to alert
the user and LED billing continually

The central server then stores the data in database for
analysis and sends the bill to the consumer mobile phone.
The SMS based data set can be done v rapidly and
efficiently. Data can be collected after any desired time
period such as hourly, daily, weekly, or monthly basis. As
there is no man intervention in the entire process, there is
no chance of man error and corruption. In the extremely
bad weather like a raining is conditions man is not work
the condition so the system will not hamper on collecting
data as long as GSM networks are steady. The
development cost of the SMS based remote power meter
will be larger than conventional meter but the electric
supplier revenue will increase in the successive months
because it will eliminate the possibility of corruption done
by the customer or as of a reader. Remote meter can be
used in housing apartment and particularly in industrial
customer where bulk energy is consumed.
III.

IV.

FLOW CHART

PROPOSED SYSTEM

In below block diagram is the wireless meter reading
system is show in figure.1. The power supplies the step
down transformer use to covert 230V into +5v phase shift
DC current and bridge rectifier and regulator use to convert
pure DC
and its connect to the PIC16F877A
microcontroller relay and energy meter are connect to the
microcontroller and the energy meter is measure the
reading and microcontroller use.

V.

SYSTEM HARDWARE

The basic hardware components are used in the project the
hardware show in figure.2

Figure 1: Block diagram of proposed system
To count the values and Buzzer and LED are use is alerting
purpose and MCU is connect to the MAX232 IC (RS-232
driver ) its transfer the data from microcontroller to the
GSM modem RS-232 cables is connect the MAX-232 IC
and GSM modem. GSM modem transfer the information to
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Figure
1) PIC16F877A microcontroller
2) Energy meter
3) GSM modem

2

ISBN:9788192958056

Automated EB Bill Control Measurement with Automated Power Disconnection
4)
5)
6)
7)
8)

RS-232 driver
Power supply
Load
PC (online banking)
Mobile phone

1) PIC16F877A microcontroller
PIC microcontroller operating frequency is DC-MHz
and 15 interrupts, the microcontroller five I/O
(input/output) ports are present three timers and parallel
communications, most of the pins are used to connect to
I/O devices, five I/O port take 33 pins

3) GSM MODEM
A GSM Modem is a specialized type of modem which
accepts a SIM card and operates over a subscription to a
mobile operator, just like a mobile phone.
When A GSM modem is connected to a PC, this allows
the computer to use the GSM modem to communicate over
the mobile network.
While these GSM modems are most regularly used to
give mobile internet connectivity many of them can also be
used for transfer and receiving SMS and mms
messagesThe GSM network conformed the identity of the
subscriber through the use of a challenge-response
mechanism. A 128-bit random number (RAND) is sent to
the MS.

2) ENERGY METER
Electro meter module is composed of ADE7757 which
is power metering IC with integrated oscillator and load
and which produces the continues signal can be converted
into descried signal and that digital signal in the form of
pulses and ADE7757 outputs average real power details
[11] based on the load. These outputs are interfaced with
the LPC2148. One of the feature in ADE7757 to enhance
the ability of this work is having a power supply display
circuit on the VDD supply pin of the ADE7757. Due to
this, proper machine process [6] is achieved at power rise
and power losing modes. High degree of immunity to false
triggering from noisy provisions is attained due to built in
hysteresis and filtering operations in power supply monitor
of the ADE7757.

The Mobile station computes the 32-bit signed reaction
(SRES) based on the encryption of the random number
(RAND) with the verification algorithm using the
particular subscriber verification key (Ki). Upon receiving
the signed response (SRES) from the user, the GSM
network repeats the estimate to verify the identity of the
user.
Note that the individual user confirmation key (Ki) is
never transmitted over the radio channel. It is present in the
user SIM, as well as the AUC, HLR, and VLR databases as
before described. If the received SRES agrees with the
calculated value, the MS has been successfully verified and
may carry on. If the values do not match, the connection is
terminated and an verification failure indicated to the
Mobile station.
The result of the signed response is processed within
the SIM. This provides better security, because the
confidential user data such as the IMSI or the particular
user verification key (Ki) is never released from the SIM
during the verification process.
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a command) ( when RS is high(1), data being transfer is
text data)R/W-Read/Write (when RW is low(0), the data
written to the LCD) (when RW is high(1), the data analysis
to the LCD)

4) RS-232 driver

6) RELAY
A relay is an electrically operated switch. Many relay
use an electromagnet to automatically operate the switch,
but other operating principles are also used, such as solid

When a MAX232 IC receives a transistor to
transistor logic level to convert, it changes a Transistor to
transistor logic 0 to between +3V and +15 V, and changes
Transistor to transistor logic 1 to between -3 to -15 V, and
vice versa for converting from TIA-232 to TTL. This can
be mystifying when you understand that the TIA-232 data
transmission voltages at a sure logic state are differing
from the TIA-232 control line voltages at the same logic
state.
To clarify the topic, see the table lower. For more
information, see RS-232 voltage levels The MAX232 (A)
has two receivers that convert from RS-232 to Transistor to
transistor logic voltage levels, and two drivers that convert
from TTL logic to RS-232V levels. As a end result, only
two out of every RS-232 signals can be converted in each
way. Typically, the first driver/receiver pair of the
MAX232 is used for broadcast and receives signals, and
the next one for CTS and RTS signals.

Relay are used were it is necessary to control circuit by a
low-power signal.Relays with calibrated operating
characteristics and sometimes multiple operating coils are
used to protect electrical circuits from overload
7) POWER SUPPLY
Step down transformer use to convert the +230V
convert into +5v and bridge rectifier use to AC convert into
phase shift DC and regulator 7805 use to convert pure DC,

There are not enough drivers/receivers in the
MAX232 to also attach the DTR, DSR, and DCD signals.
Usually, these signals can be misplaced when, for example,
communicating with a Personal computers serial interface.
If the DTE really requires these signals, either a next
MAX232 is required, or some other Integrated circuit from
the MAX232 family can be used. Also, it is possible to
connect DTR female pin (DE-9 pin) directly to DSR (DE-9
pin) without going through any circuitry, which provides
an automatic (brain-dead) DSR reception of the incoming
DTR signal.
Figure 3: Regulated Power Supply

5) LCD DISPLAY
If an 8-bit data bus is used the LCD will require 11
lines (3 control lines and the 8 lines for the input lines).
The three control lines are referred to as EN,RS, and
RWEN-Enable(use to tell the LCD the you are sending it
data )RS-Resister select(when RS is low(0), data is treat as
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VI.

ONLINE BANKING

Create the new online account in the user or add
the older user account in EB station list and online banking
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[9] Liting Cao, Wei Jiang, Zhaoli Zhang “Automatic
Meter Reading System Based on Wireless Mesh
Networks
and
SOPC
Technology”
in
International Conference on Intelligent Networks
and Intelligent Systems, 2009 IEEE.

service is use to automatically debit the EB bill amount in
user account
VII.

CONCLUSION

In the present work wireless meter reading system
is designed to continuously monitor the meter reading and
to shut down the power supply remotely whenever the
consumer fails to pay the bill. It avoids the human
intervention, provides efficient meter reading, avoid the
billing error and reduce the maintenance cost. It displays
the corresponding information on LCD for user
notification.

[10] P. Zerfos, X. Meng, S. Wong, V. Samanta, and S.
Lu, “A study of the short message service of a
nationwide cellular network,” in ACM
SIGCOMM Internet Measurement Conf., Oct.
2006
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Abstract: The major problem faced by Indian railways is that the tracks are old and outdated. These old tracks cause many serious
railway accidents. This has also resulted in speed restrictions. Accidents occur due to the errors and negligence of the employees.
The railways are attacked during the time of disturbances and violence that arise in any part of the country. This project aims at
providing a solution to all the above mentioned problems. Here, we are monitoring the track to get various data like cracks in the
track. A device which contains a microcontroller detects the crack by using the light sensing module. The crack once detected, the
location is detected and sent to the nearby station authority. Then all these information are sent to the station. From the station, an
alert is made according to this information.

Keywords: Railways, monitoring, microcontroller, robots.
II. EXISTING SYSTEM
I.

INTRODUCTION

All the monitoring works are done manually so
there are possibilities for wrong understanding and hence
leading to devastating effects. Manual announcement are
followed nowadays intranet phone communication
established to check the train current position. Electrical
power utilization is not proper manner; all the fan and
lights are manually and made it power wastages.

The train control system will automatically adjust
its speed to the speed indicated by the server. The railway
server is a software application that will be running on a
secured PC environment and will not be implemented in
our project as it is out of the scope of an embedded system.
In unmanned railway crossings, truck/car/humans/animals
may cross a railway line. The train control system oversees
this and can adapt to slow down the speed accordingly.
This overrides the speed setting from the server.
The on-board disaster prevention network connects all the
compartments of the train with the main control node over
CAN bus (Controller Area Network). CAN is a networking
protocol widely used in automotive applications to
interconnect different parts of the vehicle. It is also being
used in industrial automation networks. Each CAN node
has got a variety of sensors and devices to ensure the safety
and comfort of the passengers. Metal detector sensor
detects explosives by sensing the variations in the magnetic
field around it. A Digital MEMS Magnetometer is used for
this. Thermal sensor detects fire outbreak by sensing large
temperature variation in its proximity. An analog output
Temperature Sensor helps to find this out.
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A. LITERATURE SURVEY
TABLE 2.1
PROPOSED SYSTEM

B. BLOCK DIAGRAM

FIG 2.1
III. HARDWARE DESCRIPTION
A. PIC16F877A
It is High performance RISC CPU machine.
ONLY have 35 simple word instructions. Operating speed:
clock input (200MHz), instruction cycle (200nS).Up to
368×8bit of RAM (data memory), 256×8 of EEPROM
(data memory), 8k×14 of flash memory. Wide operating
voltage range (2.0 – 5.56) volts.2 8 bit timer and one 16 bit
timer is available10bit multi-channel A/D converter
Synchronous Serial Port (SSP) with SPI (master code) and
I2C (master/slave).
100000 times erase/write cycle enhanced memory.1000000
times erase/write cycle data EEPROM memory.

In the track circuit, crack in track is monitored. The
information is then transmitted to the station through a
GSM module using a microcontroller. The device contain
an IR Sensor which is used as object detecting sensor
which detects the crack by sensing light intensity detected
by photodiode and stop the robot moving . The robot also
contain an brush in front which help to sweep the waste
and at station end waste can be get collected.

B. POWER SUPPLY CIRCUIT
The hardware of project requires different power
supplies. 5 v. the interfacing devices will get the supply
from main microcontroller
C.

LCD
LCD (Liquid Crystal Display) screen is an
electronic display module and find a wide range of
applications. A 16x2 LCD display is very basic module
and is very commonly used in various devices and circuits.
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A 16x2 LCD means it can display 16 characters per line
and there are 2 such lines. In this LCD each character is
displayed in 5x7 pixel matrix. This LCD has two registers,
namely, Command and Data.

IV. SOFTWARE REQUIREMENTS
A . MPLAB IDE
MPLAB Integrated Development Environment
(IDE) is a free , integrated toolset for the development of
embedded applications employing Microchip's PIC® and
ds PIC® microcontrollers. MPLAB IDE runs as a 32-bit
application on MS Windows®, is easy to use and includes
a host of free software components for fast application
development and super-charged debugging.

D. UART-MAX232
MAX232 is used to convert TTL into RS232 logic level
converter used between the microcontroller and the GSM
board or PC .Our controller is operated at 5v but
interfacing devices are worked with 12 v .so this IC will
convert the level of 5v to 12 v for transmitting . while
receiving convert 12v into 5v to the microcontroller. It can
be detected by checking for a high signal on a single I/O
pin.

MPLAB IDE also serves as a single graphical user
interface for additional Microchip and third party software
and hardware development tools. Moving between tools is
a snap, and upgrading from the free software simulator to
hardware debug and programming tools is done in a flash
because MPLAB IDE has the same user interface for all
tools.
Some of the MPLAB IDE features include:






Recordable macros
Context sensitive color highlighting
Drag and drop variables to watch windows
Full featured debugger
Third Party tools

B . HI-TECH C compiler
HI-TECH Software is a world class provider of
development tools for embedded systems, offering
compilers featuring Omniscient Code Generation™,
whole-program compilation technology, and an Eclipsebased IDE (HI-TIDE™) for 8-, 16-, and 32-bit
microcontroller and DSC chip architectures.
NEW
freeware compilers supporting Microchip PIC micro®
devices. HI-TECH C® PRO compilers include Lite mode a significant feature sure to impress the students and
hobbyists. Lite mode is free download has NO memory or
time restrictions and supports ALL devices. However, the
OCG optimizations are disengaged.

FIG 3.1
E. IR SENSOR
The IR sensor is a very simple device that works
by reflecting infrared light off of an object and detecting
the reflecting with a photo-transistor that is tuned to the
same frequency of light. The LED is mounted next to the
photo-transistor, however, the emitted light from the LED
does not directly shine into the photo-transistor.
Appropriate values for resistance are in series with both the
LED to limit current and the photo-transistor in order to
show a voltage drop based on distance to the object in front
of the sensor.

 HI-TECH C Compiler for PIC10/12/16 MCUs
(Lite mode)
 HI-TECH C Compiler for PIC18 MCUs (Lite
mode)
 HI-TECH C Compiler for PIC32 MCUs (Lite
mode)
HI-TECH Software has provided this freeware
HI-TECH PICC-Lite compiler as a tool for hobbyists and
students, but the license allows to use commercial purpose.
It is ideal as a teaching tool for an introduction into the 'C'
language and embedded programming on a Microchip
device. The selected processors were chosen for this
compiler due to their popularity.

FIG 3.2
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The HI-TECH PICC- Lite compiler is a freeware
version of industrial-strength HI-TECH PICC™ STD
compiler available for windows, linux or MAC OS. The
HI-TECH PICC-Lite compiler is the same in every respect
as the full HI-TECH PICC STD compiler, except that it
has support for only a limited subset of processors, there
are some limitations on the amount of memory that can be
used and source code for the standard libraries is not
provided. The supported processors and their limitations (if
any). Due to program memory constraints, support for
printing floating-point and long data types via printf family
functions is not included.

desktop applications. Even though C might have lost its
sheen as mainstream language for general purpose
applications, it still is having a strong-hold in embedded
programming. Due to the wide acceptance of C in the
embedded systems, various kinds of support tools like
compilers & cross-compilers, ICE, etc. came up and all this
facilitated development of embedded systems using
C.Subsequent sections will discuss what is Embedded
C, features of C language, similarities and difference
between C and embedded C, and features of embedded C
programming
.
V. PROTEUS SOFTWARE

C. Embedded C
Looking around, we find ourselves to be
surrounded by various types of embedded systems. Be it a
digital camera or a mobile phone or a washing machine, all
of them has some kind of processor functioning inside it.
Associated with each processor is the embedded software.
If hardware forms the body of an embedded system,
embedded processor acts as the brain, and embedded
software forms its soul. It is the embedded software which
primarily governs the functioning of embedded systems.
During infancy years of microprocessor based
systems, programs were developed using assemblers and
fused into the EPROMs. There used to be no mechanism to
find what the program was doing. LEDs, switches, etc.
were used to check correct execution of the program. Some
‘very fortunate’ developers had In-circuit Simulators
(ICEs), but they were too costly and were not quite reliable
as well.
As time progressed, use of microprocessorspecific assembly-only as the programming language
reduced and embedded systems moved onto C as
the embedded programming language of choice. C is the
most widely used programming language for embedded
processors/controllers. Assembly is also used but mainly to
implement those portions of the code where very high
timing accuracy, code size efficiency, etc. are prime
requirements.
Initially C was developed by Kernighan and
Ritchie to fit into the space of 8K and to write (portable)
operating systems. Originally it was implemented on
UNIX operating systems. As it was intended for operating
systems development, it can manipulate memory
addresses. Also, it allowed programmers to write very
compact codes. This has given it the reputation as the
language of choice for hackers too.
As assembly language programs are specific to a
processor, assembly language didn’t offer portability
across systems. To overcome this disadvantage, several
high level languages, including C, came up. Some other
languages like PLM, Modula-2, Pascal, etc. also came but
couldn’t find wide acceptance. Amongst those, C got wide
acceptance for not only embedded systems, but also for
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Proteus 8 is best simulation software for various
designs with microcontroller. It is mainly popular because
of availability of almost all microcontrollers in it. So it is a
handy tool to test programs and embedded designs for
electronics hobbyist. You can simulate your programming
of microcontroller in Proteus 8 Simulation Software.
After simulating your circuit in Proteus 8 Software you can
directly make PCB design with it so it could be a all in one
package for students and hobbyists.
VI. CONCLUSION
Cracks in rails have been identified to be the main
cause of derailments in the past. Hence, owing to the
crucial solution of this problem, we have worked on
implementing an efficient and cost effective solution
suitable for this application. This system automatically
detects the faulty rail track without any human
intervention. There are many advantages with the proposed
system when compared with the traditional detection
techniques. The advantages include less cost, low power
consumption and less analysis time. By this proposed
system, the exact location of the faulty rail track can easily
be located which will mended immediately so that many
lives can be saved.
APPLICATIONS/SCOPE OF THE SYSTEM
Project can be used for inspection at various places like
Automatic detection of crack on railway tracks.
Calculation of distance of the crack from the origin.
Automatic crack detection in forged metal parts. Detection
of cracks in concrete pipe.
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Abstract— An extensive growth in digital technology has resulted in tampering of image. Image plays an important role in today’s
digital world. Powerful image editing tools has made it difficult to determine whether the image is authentic or forged. The main
objective of this paper is to detect the forgery in which a part of the image is copied and pasted on to same image without the
information of the original image. First, the forged image is segmented. With the help of SIFT features, key points are extracted.
The matching process of these key points detects the copy move region.
Index Terms—Copy- move forgery detection, image forensics, segmentation, SIFT features, tampering detection.

I.

INTRODUCTION

In today’s digital world, use of images in our day
to day live has increased tremendously. Digital images are
one of the major means of communication. Every day
millions and millions of images are uploaded on social
networking sites. With the availability of powerful image
editing software it becomes very important to verify the
content of digital images before relying on them. With the
advancement and easy availability of image editing tools
like Photoshop, it becomes very easy to manipulate or
tamper the digital images and create forgeries without
leaving any visual clues, and such manipulations may
change the whole semantics of the image.
Image forgery detection system is needed in many
fields for protecting copyright and preventing forgery or
alteration of images. Cyber Crimes in India are registered
under two different acts, the IT Act and the Indian Penal
Code (IPC)
Table I Number of cyber crime registered in India during
the years 2011 to 2015
Year
2011
2012
2013
2014
2015

Fig.1. Example of Copy Move Attack on Image
(truck in
this image is masked by some other region of same image)
The tampered image may totally convey different
information than that of the original image. Therefore,
digital images have lost their trust and it has become
necessary to check the originality of content of the images
when they are used in some critical situation like criminal
investigation. Digital images found their applications in
various fields like media, journalism, scientific
publications, copyright and sometimes they are used as
evidence in courts. Hence it becomes very important to
verify that whether the image is real or fake. So, the Digital
Image Forensics emerged as research field that aims to
detect the forgery in digital images.

No of Cyber crime
registered
13,301
22,060
71,780
1,42,189(approx)
3,00,000(approx
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The passive image forensic method is used to
detect one of the important tampering technique CopyMove forgery that involves copying a part of an image and
pasting on another part of the same image. Copy-Move
forgery is done to hide some details or to duplicate objects
within an image. Since the forgery is performed within a
single image, therefore, the tampered region has almost
similar properties as that of the original image which
makes it very difficult to identify by the human eye.
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Hence the copy move forgery detection method should be
robust enough to identify the forged part. This paper
involves 3 major stages. In first stage, input image is
preprocessed and then segmented. Each segment is called
as patches. In second stage, the features of the patches are
extracted by key-point extraction. In third stage, key-point
in a patch is matched with rest of the patches in the same
image. This process is repeated until suspicious pairs are
found. If no such pairs are found ,the image is 100 percent
genuine.
The rest of the paper is organized as follows.
Section II consists of the literature survey on existing
system. Section III discuss about the proposed work.
Section IV focus on results and observation. Section V
discuss about the performance analysis followed by
conclusion in section VI.

B. Image Segmentation
In order to separate the copying source region from the
pasting target region, the image should be segmented into
small patches, each of which is semantically independent
to the others. Liu et al. proposed a forgery detection
method using JPEG features and local noises discrepancies
[9], where segmentation is proved to be useful to splicing
detection. It is observed that the segmentation method does
not greatly influence the CMFD’s efficiency. Among them
the methods in quick SIFT and SLIC are more favorable
owing to their comparatively lower complexity In order
that two CMF regions do not exist in the same patch,
C. Feature Extraction
Feature extracted in this paper is keypoint
extraction and description. There are various kinds of
keypoint detection and description methods.[11]
Huang et al. [12] proposed a method based on
Scale Invariant Feature Transform (SIFT) algorithm for
copy-move forgery detection. SIFT descriptors of an image
are invariant to rotation, illumination and scaling. SIFT
descriptors of the image are first extracted. Descriptors are
then matched in order to detect similar patches in the
image. Although the methods of keypoint detection and
description are not rather important, note that the number
of the keypoints should be larger than 2000 for good
performance.

II.
LITERATURE SURVEY
In this chapter, via surveying various other papers the
need for the proposed method can be understood. This
section deals with the overview of CMFD scheme,
segmentation, feature extraction and keypoint matching.
A. CMFD Scheme
CMFD determines if an image has some regions
containing identical contents and also locates those
tampered regions. Using this scheme image can be
determined into a set of local patches, like blocks or key
points. Then the problem of CMFD is to compare these
patches [1]. The block-based method is used to create a
balance between performance and complexity.
The very first passive method for detection of
copy move forgery is presented by Fridrich et al [3] that
uses Discrete Cosine Transform (DCT) for the detection of
copy move forgery. In [2] Popescu and Farid apply PCA
on overlapping image blocks to yield a reduced dimension
representation. This method suffers from the drawback
that,
1. It cannot detect small duplicate regions
2. It needs a large amount of time to detect an image [1].
To overcome the limitations of block based
methods the researchers use keypoint based methods: SIFT
and SURF for detection of copy move forgery. Keypointbased methods are faster and more favorable than the
block-based ones, because the number of the image
keypoints is smaller than that of the divided blocks.

D. Key Point Matching
G2NN (Generalized 2 Nearest Neighbor) is used
to match keypoints of the source region with that of target
region. This method deals with the geometrical
transformation. G2NN search for multiple copy paste
detection. This method is robust to all transformation
attacks.
III.
PROPOSED METHOD
The proposed method has four steps as shown in
fig 2 below.

To deal with this problem Amerini et al. proposed
a method based on clustering the matched keypoints [6],
using Scale Invariant Feature Transform (SIFT). In this
method the SIFT features are extracted from the image
which are then matched with each other to locate the
forged duplicate regions in an image.

Fig 2. Overall system architecture of proposed system

A. Preprocessing
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In preprocessing, input image is converted to gray
scale image. rgb2gray() converts the true color image RGB
to the grayscale intensity image. The rgb2gray function
converts RGB images to grayscale by eliminating the hue
and saturation information while retaining the luminance.

to be suspicious pairs. Else the image is genuine. This
process is iterated until suspicious pairs are found.G2NN
(Generalized 2 Nearest Neighbor) is used to match
keypoints of the source region with that of target region.
This method is robust to all transformation attacks.
The keypoints extracted by SIFT are matched based on
their feature vectors. It is used for detecting the match
between two key points. For checking the key-points
match, the ratio of Euclidian distance of the closest
neighbor to that of second closest one is calculated and is
compared with threshold (T). The keypoint is said to be
matched only if the ratio is less than T.

B. Image Segmentation
In order to separate the copying source image
from the pasting target region, the image should be
segmented into small patches, each of which is
semantically independent to the others. The goal of
segmentation is to simplify the image and make it easier
for analysis. Each segments is called as patches. Each
image is empirically segmented into no less than 200
patches and thus a copy move forgery region may be in
two or more patches. So there are more than one chance to
find the tampering operation. In this paper quickseg is used
for segmentation. vl_quickseg is a wrapper function from
vl_feat tool kit which takes care of the transformation of
the image to LAB and performs segmentation and makes
the job easier.

IV. EXPERIMENTAL RESULTS
Experimental results of the technique proposed in
this paper can be understood clearly in the Fig.3. MICCF220 dataset is used for experimentation of this paper. It
contains of 220 image of which 110 are tampered images
and 110 are genuine images. 220 images are tested and
error rates are found.

This function has four parameters whose values
are ratio as 0.7 ,kernelsize as 1 and maxdist as 15 and the
input image. Here ratio is the tradeoff between color
importance and spatial importance (larger values give more
importance to color), kernelsize is the size of the kernel
used to estimate the density, and maxdist is the maximum
distance between points in the feature space that may be
linked if the density is increased

A. TEST CASE 1: TAMPERED IMAGE
For the first test a tampered image is taken
Fig.3.(a). This image is peprocessed and then segmented as
shown in Fig3.(b).into several patches. Then SIFT features
are extracted as shown in Fig.3.(c).Features match points
the region of forgery.

C. Feature Extraction
Feature extraction is done to collect relevant
information from the input image to do the desired task
instead of doing it with initial large data..
SIFT (Scale Invariant Feature Transform) is an algorithm
to detect and describe the local features in images and
SIFT features are robust to scaling, rotation and affine
transformations that are well- suited for the detection of
copy- move forgeries. The number of key points should be
larger than 2000 for better performance. The SIFT detector
is controlled mainly by two parameters: the peak threshold
and the (non) edge threshold.
This approach uses vl_sift from vl_feat tool kit.
The parameter to this function is single precision
segmented image.
D. Key Point Matching
Matching among SIFT features is adopted to
detect if an image has been tampered with and,
subsequently, localize such forgery. This process is
performed by comparing each patch with the rest. Key
point matching is iterated until similar features are found
between patches. If more number of matching pairs occurs
between any two image patches. Then they are considered
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Fig.4.Experimental result for test case 2 (a) Input image (b)
Segmented image (c) Feature extracted image (d) Detected
result Similar 218 other images were tested and studied for
this paper. The detected result Fig.4.(d). shows that no
points match in the image and the image is not tampered.
V. PERFORMANCE ANALYSIS
A manual observation of this approach shows the
performance measure of this technique. It shows the error
rate in detection. Following table II shows the false
negative ratio (FN) in which it calculates ratio of the
missing detected to the forged images and false positive
ratio (FP) in which it calculated ratio of the false alarm to
the original images. These results confirm the efficiency of
this algorithm in detecting forged image However there is
a need to improve the better accuracy in detecting the
original image for which a threshold of 4 keypoint
detection is set.
Table II Performance analysis with 220 images

Fig.3.Experimental result for test case 1 (a) Input image (b)
Segmented image (c) Feature extracted image (d)
Suspicious pair (e) Detected result B. TEST CASE 2:
ORIGINAL IMAGE

Image
type

In test case 2 a genuine image is tested Fig.4.(a).
Same procedure as of done for test case 1 is repeated.
While no keypoints matched for this image showing its
originality.

Tamper
ed
Original

No of
images
in
dataset
110

Correct
detectio
n

Wrong
detectio
n

Error
rate

110

0

O

110

72

28

0.3454

Error measures are found using following formula,
FN = |{Forged images detected as original}|
|{Forged images}|
FP = |{Original images detected as forged}|
|{Original images}|
VI. CONCLUSION
This paper mainly focuses on detecting copymove forgery using keypoint extracted. This paper propose
to segment the image to simplify the complex operations
and matching is performed between these patches using the
extracted keypoints. This paper also shows not only
matching between patches but also detection result along
with compilation time. In future work refinement process
can be included to increase the accuracy.
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Abstract— Voting is important tool to collect peoples thinking and voting has the power to change the fate of Nation. So it is
important to provide security for voting. Normally voting is conducted in public places called polling booths. Voters entering into
polling booth, vote under the supervision of authorized person. Each time voters will be checked for voter ID and their name in the
register book before they cast their vote. The votes are counted manually after the completion of election. This is a time consuming
and very complex procedure and it has no security. We use finger vein image for authentication. Finger vein pattern is unique and
almost impossible to duplicate because vein pattern lies below the skin. It provides best solution to avoid false voting and provide
privacy to the voters. The electronic voting machine is connected with computer. The finger vein image of eligible person is
captured and the data is processed by using haar transform in MATLAB.
The computer have full data base of the eligible voters. Our project provides alert through voice signal and SMS through
GSM to the authorized person.

I.

 No security against vote fraud

INTRODUCTION

To increase the efficiency and accuracy of voting
procedures, large number of computerized voting systems
were developed to help collecting and counting the votes.
Which include Lever Voting Machines, Voting based
Punched Cards and Optical Mark-Sense Scanners and
Direct Recording. Electronic (DRE) voting systems. Even
though if we are having many technologies, each and every
advance technology having some disadvantages. Such the
electronic voting machine which we are using present days
also has few disadvantages. Voter can hear the sound
produced by the electronic voting machine, but the person
not getting acknowledgement after the voting. And also the
man power is required to identify the person`s identity.
This may create some errors or electoral fraud.

III. PROPOSED SYSTEM
The proposed system is to implement electronic
voting system based on Bio metric Secured Electronic
Voting Machine. Authentication. Here finger vein input
Image is captured and it is given to MATLAB input.
Finger vein image is used to identify authorized person.
Then UART is used to interface between finger print
image and micro controller. Here we have use two IR
sensors it can possible only one person enter into the
voting place. The voting machine will be automatically
activate when the particular person enter into that place.
The LED used to intimate conformation about voting.
Voice board also used for announcing the status of voting
process. This system improves the security of voting
process. In our project we receive a message about
duplicate voting via GSM.

II. EXISTING SYSTEM
The existing system consists of our normal voting
methods. The People have the voter ID. To verify that
person are qualified for vote by searching the Register
book. This is very complicated and time consuming
process. In this methods normal human source need to
watch the how many person enter into the voting section. It
increase human source also it affects security of voting
system. So same person can vote multiple times.

Security
In our machine every voter use his/her finger vein
for authentication. As finger vein patter is unique to every
individual and also it lies below the skin. It is impossible to
duplicate the finger vein pattern. The voters will be
allowed to vote only after successful verification of their
finger vein.

Disadvantage
 Complex voting procedure
 More time to vote
 Confidential polling is not possible
 Same person can vote multiple time
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happen in the voting machine. A finger vein module is
used to scan the finger vein pattern of voters. It is given as
input to
MATLAB. MATLAB process the image if the image
matches with the stored data base the person
is allowed to vote. IR sensors are connected with micro
controller for ensuring one person at the voting section.
GSM is used to send message about false voting.

Flexibility
In this method the design of the system in such
that it can be put to use in various polling system with
different requirement and mechanism.
Ensuring one person
The disadvantage in present system is at the time
of voting, there is a possibility of another person enter into
voting section and force him to vote for another for another
logo. To avoid this we use two IR sensors. one for sensing
person entering and another one to indicate person leaving
from the voting cabin. If any other person enters into
voting section before voting, sensor will detect and
warning message will be announced by speaker.

V. HARD WARE
Finger vein module

Alert system
Our voting machine provide alert about false voting and
machine damage.
Acknowledgement
After voting indication LED will glow and speaker
announce voting is successful.
IV. BLOCK DIAGRAM
The modules which are connected to the
controller are as follows






Figure: 2. FINGER VEIN MODULE
Finger vein authentication is a method that
specifies an individual using the vein pattern. Since
hemoglobin in the blood absorb near-infrared light. Vein
pattern appears as a series of dark lines. This image is
captured by a CMOS sensor and stored in the data base.
During authentication vein image is captured and
compared with stored image of user.

Personal computer
A module of 16x2 LCD
IR sensor
GSM module
Voice board

Figure: 1. BLOCK DIAGRAM SECURED
ELECTRONIC
VOTING MACHINE
The personal computer is used to collect and store
data base of peoples before voting. a micro controller is
connected with PC through UART. A module of 16x2
LCD is used to show the details of the processing which is
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Figure: 3. FINGER VEIN PATTERN
Features
Finger vein is unique even among identical twins.
False acceptance rate is very low. Veins are located inside
the body. So it I extremely difficult to read and steal.
Finger vein do not leave any trace during authentication
process and so cannot Be duplicated. Finger vein pattern
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remain relatively constant through the adult years. So that
reenrollment of the vein pattern will not be required once
enrolled.

as input to MATLAB. The image is processed in
MATLAB and generates unique inclination value that is
stored in data base. During voting if the voters image
matches with the same inclination value then the person is
allowed to vote.

VI. GSM MODULE

IX. CONCLUSION
Our project enables secured voting and reduces
man power efficiently. In this system new concepts are
introduced and implemented to provide a secured voting
system.
REFERENCES
[1] Amanpreet kaur,Yashkalyani, Singh Kushagra Harila,
Rahul madhesiya,”Microcontroller Based Voice Activated
Mobile Controlled Electronic Voting Machine,”
International Journal of Advanced Research in Computer
and Communication Engineering Vol. 2, Issue 3, March
2013,pages 1331-1333

Figure: 4. GSM MODULE
A GSM modem is a specialized type of modem
which accepts a SIM card and operates over a subscriber to
a mobile operator like a mobile phone. The GSM modem
exposes an interface that allows applications such as
message to send and receive messages over the modem
interfacing part.

[2] Firas Hazzaa, Seifedine Kadry,”New System of EVoting Using Fingerprint ,”International Journal of
Emerging Technology and Advanced Engineering (ISSN
2250-2459, Volume 2, Issue 10, October 2012),pages 355363.

VII. VOICE BOARD
The APR9600 experimental board is an assembled PCB
board consisting of an APR9600 IC, an electric
microphone, support components and necessary switches
to allow users to explore all functions of the APR9600
chip. The oscillation resistor is chosen so that the total
recording period is 60 seconds with a sampling rate of 4.2
kHz.
Features
 Single-chip, high-quality voice recording &
playback solution
 No external ICs required
 Non-volatile Flash memory technology
 No battery backup required
 User-Selectable messaging options
 Random access of multiple fixed-duration messages
 Sequential access of multiple variableduration
messages.

[3] D. Ashok Kumar, T.Ummal Sariba Begum,” A Novel
design of Electronic Voting System Using Fingerprint,”
International Journal of innovative technology & creative
engineering (issn:2045-8711) vol.1 no.1 January
2011,pages 12-19
[4] Alaguvel.R and Gnanavel.G,” Offline and Online
EVoting System with Embedded Security for Real Time,”
International Journal of Engineering Research (ISSN :
2319- 6890) Volume No.2, Issue No.2, April 2013, pages
76- 82
.
[5] Diponkar Paul and Sobuj Kumar Ray,” A Preview on
Microcontroller Based Electronic Voting Machine,”
International Journal of Information and Electronics
Engineering, Vol. 3, No. 2, March 2013.
[6] Gomathi.B, Veena priyadarshini.S ”Modernized Voting
Machine using Finger Print Recognition,” International
Journal of Scientific & Engineering Research, Volume 4,
Issue 5, May-2013.

VIII. SOFTWARE USED
MATLAB is an interactive system whose basic
data element is an array that does not require
dimensioning. This allows us to solve many technical
computing problems, especially those with matrix and
vector formulations, in a fraction of the time it would take
to write a program in a scalar non interactive language
such as C. The image from the finger vein scanner is given
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Abstract— Secure transmission of data in these days is the need of the hour. Here we have used some techniques to effectively
encrypt and compress the multimedia data for transmission. Effective transmission of information is required in many fields like
defence,medical field etc. In our proposed scheme the sender uses auxiliary information for compression and image reconstruction.
Auxiliary information has two parts one part is useful for image compression and the second part is useful for image
reconstruction. At receiver side, the original image content can be reconstructed using the compressed encrypted data and the
secret key. Result shows the ratio-distortion performance of the proposed scheme is better than that of previous techniques.
Index Terms—image encryption, image compression, compression ratio-distortion performance

I.

INTRODUCTION

Various bit-planes [6] can be realized. In [7], encryption is
performed on prediction errors rather than the image
pixels, and LDPC codes are used. In [8], the encrypted
image
is
decomposed
in
a
progressivemanner.somealgorithmsfor
compressing
encrypted video are presented. In [9], a lossless
compression method for cipher-texts encrypted by AES
and cipher-block chaining mode is developed.There are
also two types of loss compression methods for encrypted
signals:
compressive-sensing-based
method
and
quantization-based method. With the first one, the data
compressor employs the compressive sensing technique for
data reduction. For example, a plaintext image is encrypted
by permuting blocks as well as pixels in each block.In [10],
after producing the cipher-text images by pixel
permutation, the encrypted data are compressed by
discarding the excessively rough and fine information of
coefficients generated from orthogonal transform. At the
receiver side, the discarded rough information of
coefficients is retrieved by an iterative procedure with the
aid of spatial correlation in natural images so that the
principal plaintext content is reconstructed. In [11], the
original pixel values are masked by a modulo- 256 addition
to avoid leakage of statistical information, leading to better
security. The encrypted data are then decomposed into
several parts, each being compressed into a bitstream by
quantization in Hadamard domain.The more the available
bit streams higher will be the resolution of image at the
receiver side. This paper proposes a new and efficient way
of encrypting images. By employing such techniques we
are able to provide a high secure data. In encryption

To secure our data at the time of transmission
cryptography is the most needed one. It is derived from a
Greek word called kryptos which means secrets. It is the
art of safe guarding documents and makes sure that only
authenticated user are able to recover data.It is a essential
facility of converting a plain text into cipher signals again
into original form. Encryption plays a main role in this.
Here we are using some techniques to reduce the
correlation between pixels in the image so as to increase
the security. Compressing encrypted multimedia such as
images is an emerging technology aimed at reducing the
size of cipher-text signals without revealing the plaintext
content [1, 2]. In some cases if a sender encrypts the
uncompressed plain signals for privacy protection
[3],compression work is left to a channel or storage-device
provider.After receiving the compressed encrypted data, an
authorized user with secret key can reconstruct the
plaintext content. For the encrypted multimedia data
compression, the cipher signals can be viewed as the
source, and the secret key and the estimate of plaintext
content as the side information. The goal is to efficiently
compress the cipher-texts and to retrieve the plaintexts
from compressed data by using secret key. The original
binary image may be encrypted by adding a pseudorandom
string, and the encrypted data compressed as the
syndromes of low-density parity-check (LDPC) chanel
codes [1]. Compression of encrypted data by using LDPC
codes [5], and lossless compression for encrypted gray and
color images using LDPC codes in
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process we are encrypting first the original images. Then it
is compressed by the channel provider. At receiver side a
secret key is used to retrieve the original image.

(a) Original image

BLOCK DIAGRAM

(b) Encrypted image
II. PROPOSED SCHEME
In the proposed scheme, the sender uses some ways to
encrypt the multimedia signal such as images by suitable
encrypting technologies. Here we have used Blowfish
algorithm for encryption. Blowfish is a variable length key
symmetric block cipher, designed by Bruce schneier and
included in a large number of encryption methods. The
sender encrypts the input image and transmits the
encrypted version to the channel. Upon receiving this data,
channel provider transmits this data if the bandwidth is
enough to the receiver. Suppose if the bandwidth is not
enough, then the sender may receive a message called
bandwidth insufficiency. Then sender must generate some
auxiliary information for this and provides this to channel.
Auxiliary information consists of two parts which is very
much useful for image compression and reconstruction.
2.1. Image
generation

encryption

and

auxiliary

information

In this phase, the sender encrypts the original
image by using Blowfish algorithm.This algorithm has 16
rounds. First divide input into equal number of pixels.
Then perform modulo addition followed by Xor operation.
Assume the original image is in uncompressed format and
the pixel values are within [0, 255]. Denote the numbers of
the rows and the columns in the original image as N1 and
N2, and the number of all pixels as N implying that the bit
amount of original image is 8N. Now we are able to get
encrypted version of image.It isdenoted by c(i,j).An
attacker with out the knowledge of secret key cannot reveal
the image content.If suppose the bandwidth is enough,
there is no problem.
If the sender receives a band width insufficiency
message from the receiver then he must generate auxiliary
information. This information is provided to the channel to
help in the compression process.Let as assume that N1 and
N2 are multiples of 8. The sender then generates a down
sampling sub image.The following diagram shows the
original and encrypted images.
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Here we are using the original Lena as a
reference. Then, the content owner divides the original and
interpolated images into a small number of blocks(64) and
performs 2D DCT in each block,where DCT means the 2D
discrete cosine transform. With viewing the coefficients as
64 sub-bands, the sender calculates the square roots of the
average interpolation distortion in each sub band.It is
denoted using Greek letter sigma.These values are
regarded as first part of auxiliary information.The
following formula is
/
N8 N 2 /
1 1 8 1 [P(8i
G(8i
i
o j 0

u,8 j

v)u,8
v)]2

j
used for

calculating the table values.
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11.
6
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2.7

7.3

Data amount of encrypted image is same as that of
original image. But data amount of auxiliary information is
very low.There is less complex involve in generating
auxiliary information.Then sender provides two parts of
auxiliary information to channel. Here second part is
generated by using a binary map. It is denoted by s(i,j). To
calculate binary map we have to use modulo addition
between pixels in the original and interpolated images. The
following formula is used for calculating binary map that
s(i,j)=p(i,j)+k(i,j).This formula denotes binary map for
original image.
(c) Interpolated image

The above diagram shows interpolated image
2.2 Compression of encrypted image

(d) Sub image
At last find compression ratio R,which is the ratio between
compressed data and the original data.
2.3 Image reconstruction
Steps to recover the original data are
1. Decompose the encrypted image.
2. Then decrypt sub image to get original sub image.For
this use bilinear interpolation method.Perform 2DCT in a
block by block manner to reorganise sub bands.Perform
Inverse Orthogonal and inverse 2DCT transform. Then
original image is obtained.
III. OPTIMIZING
COMPRESSION
PARAMETERS
In order to lower the distortion in the reconstructed
image,we have to find ways to increase the values of
positive real number ( u,v) and positive integer
M(u,v).Compression ratio is related to values of ( u,v) and
M(u,v) . The larger the value of M(u,v) , lower will be
MSE. Hence it is important to select the values to reduce
MSE
IV. EXPERIMENTAL RESULTS

The next important step is compression.If the bandwidth of
the channel is enough, there is no further operation is
needed.If suppose the bandwidth is not enough, then
sender provides some auxiliary information for this
purpose.At receiver side, only the authenticated user can
recover the original image by using a secret key. We have
to generate a number of keys based on our application.The
compression procedure is as follows.
1.Implement 2DCT in a block by block manner in
encrypted image.Then reorganise the coefficients as a
vector C(u,v)(n).
2.Then perform orthogonal transform.

Here we have used Lena as original image. When
producing a encrypted version, the sender also provides the
auxiliary
information.The
proposed
schemeperformsbetterthanmethodsin[10],[11].In[10]
and[11]many iterative procedures are needed.But in our
proposed scheme no iterative procedure is needed.And also
the computational complexity in our scheme is very lower
than that of methods in [10]and[11].The reconstruction
procedure of the proposed scheme cost 1.18 seconds for
each
image
whilethosein[10]and[11]cost10.24and13.65secondr
espectively.
Example:Reconstructed
image
with
compressionratio0.172and PSNR 35.5db

3.For each sub band channel provider selects a positive real
number and a positive integer.By using this we can form
the downsampling sub image.Following is down sampling
image,
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2008), Lausanne, Switzerland, August, 2008.
[6] W. Liu, W. Zeng, L. Dong, and Q. Yao, “Efficient
Compression of Encrypted Grayscale Images,” IEEE
Trans. Signal Processing, 19(4), pp. 1097–1102, 2010.
[7]D. Schonberg, S. C. Draper, C. Yeo, and K.
Ramchandran, “Toward Compression of Encrypted Images
and Video Sequences,” IEEE Trans. Information Forensics
and Security, 3(4), pp. 749–762, 2008.
[8] D. Klinc, C. Hazayy, A. Jagmohan, H. Krawczyk, and
T. Rabinz, “On Compression of Data Encrypted with
Block Ciphers,” Proceedings of IEEE Data Compression
Conference (DCC ‘09),PP. 213-222,2009.
V. CONCLUSION
Our work proposes a scheme of compressing encrypted
images using auxiliary information. The sender provides
encrypted images using blowfish algorithm and auxiliary
information to the channel provider.Then at the channel
compression can be performed.At the receiver side secret
key is used to recover the original data.Here by using
auxiliary information along with blowfish algorithm the
correlation between pixels is reduced and compression
ratio is improved.This scheme is suitable for secure
transmission of any kind of data.

[9] X. Zhang, “Lossy Compression and Iterative
Reconstruction for Encrypted Image,” IEEE Trans. on
Information Forensics & Security, 6(1), pp. 53-58, 2011.
[10] X. Zhang, G. Feng, Y. Ren, and Z. Qian, “Scalable
Coding of Encrypted Images,” IEEE Trans. on Image
Processing, 21(6), pp. 3108-3114, 2012.
[11] S.-W. Ho, and L. Lai, and A. Grant, “On the
Separation of Encryption and Compression in Secure
Distributed Source Coding,” Proceedings of IEEE
Information Theory Workshop, pp. 653–657, 2011.

REFERENCES
[1] M. Johnson, P. Ishwar, V. M. Prabhakaran, D.
Schonberg, and K. Ramchandran, “On Compressing
Encrypted Data,” IEEE Trans. Signal Processing, 52(10),
pp. 2992–3006, 2004.
[2] Z. Erkin, A. Piva, S. Katzenbeisser, R. L. Lagendijk, J.
Shokrollahi, G. Neven, and M. Barni, “Protection and
Retrieval of Encrypted Multimedia Content: When
Cryptography Meets Signal Processing,” EURASIP
Journal on Information Security, pp. 1–20, 2007.
[3] N. S. Kulkarni, B. Raman, and I. Gupta, “Multimedia
Encryption: A Brief Overview,” Rec. Advan. in Mult. Sig.
Process. and Commun., SCI 231, pp. 417–449,2009.
[4] D. Schonberg, S. C. Draper, and K. Ramchandran, “On
Blind Compression of Encrypted Correlated Data
Approaching the Source Entropy Rate,” Proceedings of the
43rd Annual Allerton Conf., Allerton, IL, 2005.
[5] R. Lazzeretti, and M. Barni, “Lossless Compression of
Encrypted Grey-Level and Color Images,” Proceeding of
16th European Signal Processing Conference (EUSIPCO

ITAR International Conference

Pune

23

ISBN:9788192958056

Design of a Driver Circuit for a 3 Pole Star
Connected Sensor less Brushless DC Motor
[1]

S.R.Prabakaran, [2] M.H.Masood, [3] K.Rajesh Kunnath,
Student, M.E, Communication Systems, [2]Asssitant Professor,
Department of Electronics and Communication,
[3]
Founder,Radio Studio,vandikaran street ,velachery
[1]
karan.praba.44@gmail.com [2] masood@svce.ac.in, [3] rajesh@radiostudio.biz,
[1]

Abstract— This design will be developed to be a fully functional product that will go into controller air intake into an engine in
a car. The driver will require to satisfy all automotive requirements. This type of motors represents the most recent end of a long
evolution of motors technology. It is known for its increased efficiency, increased reliability ,reduced noise and longer lifetime over
brushed DC motors. The performance and reliability of BLDC motor drivers have been improved through sensor-less technology
.The primary advantages of brushless DC motors are low maintenance, no brush sparking, high operating speeds, high efficiency.
Permanent magnet (PM) motors have been widely used in a variety of applications in industrial automation ,computers, aerospace,
military(gun turrents drives for combat vechicles),automotive (hybrid vechicles).The design of a driver circuit for a 3 pole star
connected sensor-less brushless motor utilizing an advanced open control technique in this paper. The open loop starting is
accomplished by providing a rotating stator field which increases gradually in magnitude an over from open-loop and/or
frequency. The change over from open-loop to sensor-less method is made when sufficient back-EMF is generated ,so that the
sensor-less method should start generating the switching instants of all transistors.
Keywords— sensorless BLDC ; Back-EMF; openloop; Direct back-EMF
.

I.

sensor or sensor-less mode, but to reduce overall cost of
actuating devices, sensor-less control techniques are
normally used. The advantage of sensor-less BLDC motor
control is that the sensing part can be omitted, and thus
overall costs can be considerably reduced

INTRODUCTION

Electric motors are one of the most essential
components and the driving force of industry today. In
general, there are two types of motors namely AC and
DC.AC motors are usually less expensive, rugged and have
low maintenance but hard to control. On the other hand the
DC motors are more expensive, but highly controllable.
The conventional DC motors are highly efficient and their
characteristics make them suitable for use in different
applications. However, one of their drawbacks is the need
of a commutator and brushes, which are subject to aware
and require maintenance. When the task of commutator
and brushless are replaced by solid-state switches,
maintenance free motors were realized and the new motor
called Brushless DC motors emerged. As the name implies,
BLDC motors do not use brushes for commutation instead
,they are electronically commutated. In addition, the ratio
of torque delivered to the size of the motor is higher,
making it useful in applications where space and weight
are critical factors. BLDC systems are attractive for use in
many applications with PWM used as an efficient means of
power transfer, where high torque and precision control are
required. The control of BLDC motors can be done in
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II.

TECHNIQUES AND ADVANCES IN
SENSORLESS CONTROL

Position sensors can be completely eliminated
,thus reducing further cost and size of motor assembly, in
those applications in which only variable speed control(i.e.
,no positioning) is required and system dynamics is not
particularly demanding(i.e., slowly or, at least ,predictably
varying load).In fact, some control methods, such as backEMF and current sensing, provide, in most cases, enough
information to estimate with sufficient precision the rotor
position and ,therefore, to operate the motor with
synchronous phase currents. A PM brushless drive that
does not require position sensors but only electrical
measurements is called a sensor-less drive.
A. Typical Sensorless BLDC Motor Drive
In this figure, each of the three inverter phases are
highlighted in a different colour, including the neutral
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 Indirect back-EMF detection methods: because filtering
introduces commutation delay at high speeds and
attenuation causes reduction in signal sensitivity at low
speeds ,the speed range is narrowed in direct back-EMF
detection methods .In order to reduce switching noise ,
the indirect back-EMF detection methods are used
.These methods are the following:

pointed phase A, green phase B, blue phase C, and pink
neutral point N. The stator iron of the BLDC motor has a
non linear magnetic.
saturation characteristic, which is the basis from
which it is possible to determine the initial position of the
rotor. When the stator winding is energized,applying a DC
voltage for a certain time, a magnetic field with a fixed
direction will be established. Then ,the current responses
are different due to inductance difference, and this
variation of current responses contain the information of
the rotor position. Therefore, the inductance of stator
winding is a function of the rotor position,

 Third Harmonic
integration.

Voltage

Integration,

Back-EMF

III. HARDWARE IMPEMENTATION
SOFTWARE USED
A.Cadsoft eagle
EAGLE stands for Easily Applicable Graphical Layout
Editor in English and Einfach anzuwendender grafischer
.Layout –Editor in German .It is designed and developed
by Cadsoft Computer GmbH and is flexible ,expandable
and scriptable ,electronic design automation (EDA)
application with schematic capture editor ,printed circuit
board (PCB) layout editor, auto-router and computer- aided
manufacturing (CAM) and bill of materials (BOM) tools
,Premier Farnell bought EAGLE in 2008.

Figure 1:Typical sensor-less BLDC motor drive

B. Schematic editor

B. Back-EMF Zero Crossing Detection Method (Terminal
Voltage Sensing)
The zero-crossing approach is one of the simplest
methods of back-EMF sensing technique, and is based on
detecting the instant at which the back-EMF in the
unexcited phase crosses zero .This zero crossing triggers a
timer, which may be as simple as an RC time constant, so
that the next sequential inverter commutation occurs at the
end to this timing interval. For typical operation of a
BLDC motor, the phase current and back-EMF should be
aligned to generate constant torque.

Schematics can be designed in a hierarchical structure;
modules are represented by module instances and
connected through ports in the top level of the schematic.

 Direct back-EMF detection methods: the back-EMF of
floating phase is sensed and its zero crossing is detected
by comparing it with neutral point voltage.This scheme
suffers from high common mode voltage and high
frequency noise due to the PWM drive,so it requires
low pass filters ,and voltage dividers.The methods can
be classified as:
 Back-EMF Zero Crossing Detection(ZCD) or Terminal
Voltage Sensing.
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the ARES. The PCB-Designer Developer and
manufacturer of the software package is the company Lab
center Electronics. The microcontrollers are in the
periphery and in the code fully supported. It includes a
debugging environment for the program code of the
microcontroller.

Figure 2: Schematic Diagram
C.Component used

•
•
•
•

• Capacitor
• Diode
• Resistor
Voltage regulator
Transistor BC847
PIC 24F microcontroller
MOSFET TO92
D .Layout editor
The PCB layout editor allows back annotation to
the schematic and auto routing to automatically connect
traces based on the connections defined in the schematic
.EAGLE saves Gerber and Postscript layout files and
Excellon and sieb & Meyer drill files. These standard files
are accepted by many PCB fabrication companies.

Figure 4: Animated model of schematic diagram

Figure 3: Layout for senseless BLDC motor drive
E.MPLAB
Here we use, 16 bit PIC microcontrollers
.MPLAB is designed to work with MPLAB certified
devices such as the MPLAB ICD 3 and MPLAB REAL
ICE for programming and debugging PIC microcontrollers
using a personal computer .PICKIT programmers are also
supported by MPLAB to load the PIC program.

Figure 5: Simulated model of sensor-less BLDC
motor drive

F. Proteus Simulation Software

G.Hardware Description

Proteus is a software packages for computer-aided
design, simulation and design of electronic circuits. It
consists of two main parts, the ISIS the circuit design
environment, which also the simulator VSM includes, and
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The block diagram in figure (a) depicts how the
BLDC motor is driven using a dsPIC24F.The six MCPWM
outputs are connected to three MOSFET driver
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pairs(IR2110S), which in turn connected to six MOSFETs
(IRFP360).These MOSFETs are connected in a three phase
bridge
format
to
the
three
BLDC
motor
windings.MOSFET drivers also require a high voltage
(12V) to operate,so this voltage level needs to be
provided.The motor is a 24V BLDC motor so the DC+ to
DC- bus voltage is 24V.A regulated 5V is provided to
drive the dsPIC24F.The sensorless inputs are connected to
input pins that have change notification circuits associated
with them.These inputs are enabled along with their
interrupt.If a change occurs on any of these three pins, an
interrupt is generated.To start and stop the motor,a push
button switch is provided at RC14.

generating the switching instants of all
transistors.This method is simple but the reliability is
affected by the load and it may cause temporarily reverse
rotation of the rotor during the start-up.This is not allowed
in some applications, such as disk drives,which strictly
require unidirectional motion.However, it may be
satisfactory in others such as pump and fan drives.Another
problem exists if the stator field is rotating at too great a
speed when the rotor field picks up.This causes the rotor to
oscillate ,which requires the stator field to decrease in
frequency to allow starting.The stator iron of the BLDC
motor
has
non-linear
magnetcic
saturation
characteristisc,which is the basis for determining the initial
position of the rotor. In order to overcome the drawbacks
mentioned above,the rotor position detecting and speed up
methods based on saturation effect of the stator iron can be
applied, such as the short pulse sensing technique.This
scheme adopts a voltage pulse train composed of the
succesive short and long pulses to generate positive torque
to speed up the motor, and it does not bring any reverse
rotation and vibration during the start up process.The
response speed of the stator current, and the response peak
value of the current of the stator winding can be used to
detect the rotor position.Here we used to show the
operation of sensorless BLDC driver circuit in Figure (a)
demo board and a normal DC motor is used by varying the

.
Figure 6:PIC 24F IC
IV.

RESULTS AND DISCUSSION

A.Open Loop Control
The back-EMF detection methods cannot be applied well
when the motor is at a standstill or lowspeed,since backEMF is zero.A starting procedure is needed to start the
motor from
standstill.The open-loop starting is
accomplished by providing a rotating stator field which
increases gradually in magnitude and/or frequency.Once
the rotor field begins to became attracted to the stator filed
enough to overcome friction and inertia, the rotor begins to
turn and the motor act as a permanent magnet
synchoronous machine with the disadvantage that the
initial rotor movement direction is not predictable.When
stator field becomes just strong enough,the rotor could
move in either direction.If the speed of the stator field is
slow enough and the load torque demanded does not
exceed the pullout torque the motor will operate
synchronously in the desired direction.The change over
from open-loop to sensorless method is made when
sufficient back-EMF is generated, so that the sensorless
method should start
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speed using potentiometer, in future work need to work on
the indirect back-EMF in desired circuit under fabrication.
Figure 6: Demo Board
V.

CONCLUSION

In this paper a review of position methods for BLDC
motors has been presented.The fundamentals of various
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techniques have been introduced,mainly back-EMF
schemes and estimators, as a useful reference for
preliminary investigation of conventional methods.Closedloop controls are used in applications that require more
accurate and adaptive control of the system.These controls
use feedback to direct the output states of a dynamic
system. Closed loop controls overcome the drawbacks of
open loop control to provide compensation for
disturbances in the system, stability in unsatble processes
and reduced sensitivity to parameter variations (dynamic
load variation)Sensorless control has two distinct
advantages: lower system cost and increased realibility.
There are two disadvantages to sensorless control:
The motor must be moving at a minimum rate to generate
sufficient BEMF to be sensed.
Abrupt changes to the motor load can cause the BEMF
drive loop to go out of lock.

[7] Kim, T.; Lee, H.W.; Ehsani, M. Position Sensorless
Brushless DC Motor/Generator Drives: Review and Future
Trends. IET Electr. Power Appl. 2007.
[8]Shao, J. An Improved Microcontroller-Based Sensorless
Brushless DC (BLDC) Motor Drive for Automotive
Applications. IEEE Trans. Ind. Appl. 2006.

[9] Zhang, L.; Xiao, W.; Qu, W. Sensorless Control of
BLDC Motors using an Improved Low-Cost Back EMF
Detection Method. In Proceedings of the 37th IEEE Power
Electronics Specialists Conference (PESC 2006), Jeju,
South Korea, June 2006.
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Abstract - Wireless Sensor Network consists of large number of nodes which are deployed over a geographical area. Security is a
very important consideration while designing a Wireless Sensor Network. So an Advanced Intrusion detection System has been
proposed where the Hybrid Intrusion Detection System(HIDS), Energy Prediction based Intrusion Detection System (EPIDS) as
well as the Cross layer Detection System are implemented In various stages in order to assure maximum possible security from the
Intrusions. Energy Prediction Approach alone is not suitable for the WSN, so HIDS which is suitable for large and sustainable
WSN’s is combined. Also combining these two approaches along with the Cross Layer IDS make it suitable for a large WSN also.
So the new proposed IDS will offer a wide range of flexibility for its application in any type of Wireless Sensor Networks.
Keywords: Wireless Sensor Network, Intrusion Detection System, HIDS, Cross layer, Nodes, Energy Efficiency

I.

INTRODUCTION

Wireless sensor network is a new technology which
is becoming more popular and useful in many areas like
military application, environmental monitoring, home
application, health or medical application, industrial
monitoring, structural strength monitoring etc.[1]. Over the
years, it has emerged as a competent technology. The major
function of wireless sensor networks (WSN) is to collect and
monitor the related information which about the specific
environment. The sensor nodes (SN) detect the surrounding
environment or the given target and deliver the data to the
sink using wireless communication. The data is then analyzed
to understand the state of the target. However, due to the
design of their hardware, WSNS suffer from many resource
constraints, such as low computation capability, small
memory and limited energy[2]. WSN has a group of sensor
nodes which are deployed over the area of application and
provided with energy sources for its efficient working. Sensor
nodes differs in their characteristics like separation of
distance, energy level etc based on the application area. Also
wsns are vulnerable to many types of security attacks. Selforganizing nature, low battery power supply, transmission
medium’s broadcast nature, limited bandwidth support,
distributed operations using open wireless medium, multihop
traffic forwarding, and dependency on other nodes are such
characteristics of sensor networks that expose it to many
security attacks at all layers of the OSI model. Security
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attacks against WSNs can be classified as active and passive.
Passive attacks are silent in nature and are conducted to
extract important information from the network. Passive
attacks do not harm the network or network resources. Active
attacks are used to misdirect, temper, or drop packets.
Many security solutions for WSNs have been
proposed, they are authentication, key exchange, and secure
routing. These are only capable of ensuring security up to
certain level. These cannot detect or eliminate all the security
attacks. So an Intrusion Detection System (IDS) is considered
as the foremost solution to address wide range of security
problems. The main function of the IDS is to keep an eye on
the user’s activities and network behavior at different layers.
No IDS is capable of giving a perfect solution for the
intrusions. So a combination of two or more IDSs are found
to be effficient. So in order to achieve a perfect defence from
the intrusions, a three layered component is proposed which

consist of monitoring component, analysis and detection
component and alarm component.
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Broadly speaking, IDS has three main components
[3] as shown in Figure 1.(i)Monitoring component is used for
local events monitoring as well as neighbours monitoring.
This component mostly monitors traffic patterns, internal
events, and resource utilization [24].(ii)Analysis and detection
module is the main component which is based on modeling
algorithm. Network operations, behavior, and activities are
analyzed, and decisions are made to declare them as malicious
or not.(iii)Alarm component is a response generating
component, which generates an alarm in case of detection of
an intrusion.
II.
RELATED WORK
A. Signature and Anomaly based Intrusion Detection
Systems
There are 2 basic classes of IDSs called as signature
based IDSs and anomaly based IDS [5]. In signature based
IDS, the signature or properties of different security attacks
are maintained in the database. The IDS is very effective in
the case of well-known security attacks but when new
security attacks arises, the detection rate is very low because
the signatures are not included in the database. In the case of
anomaly based IDS, it detects the new IDS but misses the
well-known attacks.
B. Hybrid Intrusion Detection System
A Hybrid intrusion Detection System (HIDS) [2] is a
combination of Signature based as well as the anomaly –
based IDSs. It not only has the advantages of both the IDSs. It
has their limitations too. Both well-known, as well as new
intrusions or attacks can be detected using this. So it works
well compared to the Signature based or the Anomaly- based
IDSs [6] used separately. But the disadvantage is that only a
few type of intrusions will be detected. When it comes to a
large network where the intrusions are internal as well as
external, HIDS seems to be less beneficial.

energy of the nodes and the consumption rate for the normal
functioning of the nodes will be preprogrammed. Any
Consumption rate other than this will be indicated by the IDS.
D. Cross Layer Intrusion Detection System
Traditional IDS operates at a single layer of the OSI
model and hence can monitor and detect intrusions at that
particular layer. For example, network layer Intrusion Detection
System can detect only routing attacks but cannot respond to
MAC, physical, or transport layer anomalies. Cross layer IDSs
have the capability to monitor and detect intrusions at multiple
layers by communicating and exchanging parameters amongst
different layers using cross layer interface. A WSN will be divided
in to different clusters [6] having a cluster head and other cluster
members. The different steps which are implemented in this IDS
are, firstly a list of suspected nodes will be found out by estimating
the attacked area. Inconsistency in the data can be found by the
base station by using the statistical method described as follows.
Let X1…………..Xn be the sensing data collected. Let X
be the mean. Then,
F(Xj)= √((Xj- X)2/x)
If Xj is greater than a threshold value, a node became
suspicious, because the date from this particular node will be
different from other nodes. In the second phase of the Cross layer
IDS, the intrusion will be identified by analyzing the routing
pattern in the area which is affected.
III.

PROPOSED METHOD

In this IDS, the combination of Energy Prediction
based IDS, Hybrid Intrusion Detection System as well as the
Cross Layer IDS will be implemented.

A. Cluster Head Selection
As the WSN consists of different nodes, the cluster
head selection is an important procedure in this IDS, The
C. Energy Prediction based Intrusion Detection System
algorithm is as follows:[7]
The battery power is an important factor which plays an
Si – Set of type i sensors in the WSN area.
important role and determines the lifetime of the network. So
S- Set of all sensors in the network.
keeping in view the power limitation of the WSN’s, it is desirable
N(a)- Set of neighbours of node a.
to design power efficient mechanism for sustainable WSNs. The
Repeat
attacker will not allow the sensor nodes to switch to sleep mode
For i=1 to N
in energy exhaustion attack. In sleep mode the sensor nodes will
Select node a with min N(a) in Set Si
consume less energy.
If N(a)≠ ᶲ
Select a
In energy exhaustion attack, unnecessary data will be
SN= j/the distance between a and N(a)< (rsi/2)
sent intermittently the sensor nodes and keeps it always busy [7].
If SN>1
Also as it is deployed in hostile Environment, many physical
S=S-(SN U a)
attacks such as battery replacement node destruction, replacement
Else
of nodes, replication of nodes and node reprogramming with a
S=S-a
malicious node will be affected. So the Energy Prediction based
Until S is null set
Intrusion Detection System (EPIDS) will calculate the initial

ITAR International Conference

Pune

30

ISBN:9788192958056

Advanced Intrusion Detection System for Wireless Sensor Networks

In this way the cluster head will be formed. The cluster head
will be having the maximum amount of energy as compared
to the other sensor nodes.
E. A packet is determined to be abnormal by the system
when the current behaviour varies from the model of normal
behaviour.
Step 1: Analyzing the packet’s historical records of Cluster
based WSN.
Step 2: Feature selection. To find the features, which have
identifiable properties, compare the normal and abnormal
packets to find the features, which determine normalcy to
develop rules
Step 3: Establishing the rules in anomaly detection model.
F. The decision making model is used to combine the outputs
of the anomaly detection and misuse detection models. It
determines whether or not an output is an intrusion, and the
category of attack. It then has to report the results to the
administrator to help them handle the state of the system and
make further corrections.
IV.

CONCLUSION

We know that security is the main criteria while
designing a Wireless Sensor Network. Due to the Broadcast
nature of the medium, they are more prone to security attacks.
In this paper, an Advanced Intrusion Detection System has
been proposed. It improves the detection rate and efficiency
so that almost all the Intrusions can be detected. Also the
system is applicable to small, medium as well as large sized
networks. That means it gives a wide range of flexibility in
detection of Intrusions compared to the other existing
systems. Also the energy efficiency and the system life time is
greatly improved. Other methods to select features can be
used in the future, such as data mining, to find identifiable
features, instead of relying on the viewpoint of experts.
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Abstract: Technology advancements facilitate the online collection and publication of data about individuals, which could
potentially be distributed among several organizations such as testing labs, research institutes, etc. Each organization may manage
its data access and usage through a specialized Web service. In such services based interactions, data can be accessed in several
ways, including manual query submission through SPARQL endpoints, automated analysis pipelines and scientific workflows, and
mashup service APIs with minimal human interaction. In line with the different access scenarios, health science data is prime
factor where the focus is on transforming the data into ontology-based repositories using RDF as a exchange language. Each
repository defines ontology in OWL format of all concepts that can be searched for any request. OWL defines classes as a generic
concept of individuals and data type properties to link individuals of those classes to their data values. Dynamic service
composition may be involved, especially since the queried data is retrieved from than a single web service. In this proposed
approach, XACML-based implementation of a dynamic privacy policy management framework that incorporates context into
dynamic rule evaluation and decision enforcement.
Index Terms - Privacy, RDF, Service composition, Ontology, Dynamic

I.

Web Service is a simple and reliable way to blend existing
systems with new applications and services.

INTRODUCTION

XML: All Web Services documents are written in XML.
XML Schemas are used to define the elements used in
Web Services communication.

Web service is a type of application which can be invoked
either by describing or publishing over the web. Web
service is free from platform and is based on open
standards. Web Services is combined with different service
in different ways to create business processes that allows
customers, employees, and suppliers to interact with each
other. Web Services perform application-to application
Integration using web. Web Services are business process
interfaces. Each service over the web is a point of
interaction in a business process. Web service allows
incompatible applications to operate regardless of
language, platform, and operating systems. A standalone
function that can be called by many different applications.
The application web services can be addressing many real
world challenges. It includes variety of fields like security,
research and business. Web services a major new trend in
standard- based software technology made up of customdeveloped code that allows two or more web-based
application to interact with each other. Web service
reduces complexity by encapsulating business processes
into reusable components. Web service promotes true
interoperability through platform and implementation
neutrality. Develop applications much faster than before.
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WSDL: The format of XML describing the services of
network set as endpoint of the operating message contained
the information of either the procedure-oriented or
document-oriented.
UDDI: Universal Description Discovery and Integration
(UDDI) is described as the “a services set for supporting
the business discovery and description of the business and
organization and other providers of the web services, the
web services, which making the availability of the web
services and interfacing with the technical aspects of those
services.
SOAP: Simple Object Access Protocol is a protocol based
on the XML, which allows the exchanging of the data over
the HTTP (Hypertext Transfer Protocol). The World Wide
Web Consortium (W3C) [presenting the definition of the
Simple Object Access Protocol (SOAP) is a protocol which
have the light weight intended for the infrastructure
exchanging information in a distributed and decentralized
environment. One of the most widely used privacy policy
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languages is XACML. According to a standard XACMLbased privacy policy management model, the organization
hosting the web service should define a Policy
Administration Point (PAP), through which policies can be
defined and deployed to a Policy Decision Point (PDP).
Context handling is a protocol of communication between
a PDP and a Policy Enforcement Point (PEP). The PEP
forms an XACML request and sends it to the PDP through
the Context Handler, initials attributes is collected from
Policy Information Point (PIP). The PDP then uses those
attributes from the PIP. The PDP requests additional
attributes from the context handler as needed and finally
returns a Permit or Deny decision to the PEP, which
enforces the final decision.
II.

the authors gives a solution for the problem of optimally
scheduling a set of residential appliances under day in
order to minimize the customer’s energy bill which is
ahead of variable peak pricing (and also, simultaneously
spread out energy usage). The authors map the problem to
a well known problem in computer science – the multiple
knapsack problems – which gives cheap and efficient
solutions to the scheduling problem. Results show that this
method is effective in meeting its expected goals. Mashup
is a web technology that combines information from one or
more web source into a single web application. This
technique [4] provides a new platform for different data
providers to extensively integrate their expertise and
deliver high customizable services to their customers.
Nonetheless, combining data from different sources or
services could potentially reveal person-specific sensitive
information which breaches the privacy. In this paper, the
authors study and resolve a reallife privacy problem in a
data mashup application for a industry located in Sweden,
and propose a privacy-preserving data mashup
(PPMashup) algorithm to secure integrate private and
sensitive data from different data providers, whereas the
integrated data still holds the minimal information for
supporting general data disclosure or a specific data mining
task, such as classification analysis. Experiments on reallife data like personal details of a user, proves that our
proposed method is effective for simultaneous use of
preserving privacy and is scalable for handling large
volume of data.
The aim of privacy preserving data mining
(PPDM) algorithms is to take enormous relevant
knowledge from large amounts of data while protecting at
the same time sensitive information. An important [5]
aspect in the design of such algorithms is to identify the
suitable evaluation method and the development of related
application. Recent research in the area has dedicated much
effort to determine the performance between the right to
privacy and the need of knowledge discovery. It is often
the case that no privacy preserving algorithm exists that
performs less than the possible criteria mentioned in the
method. Therefore, it is crucial to provide a composed
view on a set of metrics related to the existing privacy
preserving algorithms so that we can get an idea how to
design more effective and fast PPDM algorithms.

RELATED WORK

The literature has several works that have
proposed context-aware privacy management systems [1].
Dynamic composition of different data items may be
misused by adversaries to reveal sensitive information,
which was not important to the data owner at the time of
data collection.
Atomically, these data items may not reveal
personally identifiable information, but linking these data
items may lead to unintended breach of privacy. The
problem faced in a privacy management in Services-based
interactions raises challenges especially in web browsing,
since privacy protection need to be performed
simultaneously while the user is looking for data online.
Several technologies has been applied to achieve
privacy policy enforcement by considering the requester’s
permission, the owner’s consent and the context. Agrawal
[2] leverage the Active Enforcement module of
Hippocratic Database Technology (HBD) by transforming
an original query to another query that is policy-compliant.
These technologies include (1) disclosure of finegrained
data by active enforcement policies (2) to verify and access
compliance with policies efficient auditing of past database
is done (3) privacypreserving policy data mining (4)
kanonymization method is used for de-identification of
personal data and (5) sharing of information among
autonomous and secure data sources. These technologies
describe the functionality of each component, often offer
example scenarios or condition to demonstrate their use
and identify remaining research challenges in securing
electronic health records focussing on privacy of data.

III. PROPOSED WORK
In the previous system, collaborative servicebased data sharing environments, data accessed from
various web servers may be misused by any third party to
reveal sensitive information. A key challenge in the web
services security is the design of an effective access control
mechanism which provides privacy for the user and can
meet the unique security challenges posed by the web
services paradigm [11]. In dynamic compositions of data

A key component of the smart grid is the ability to
enable dynamic or simultaneous residential pricing to
incentivise the customer and the overall community to
utilize energy more uniformly [3]. However, the
complications involved require that automated strategies be
provided to the customer to achieve this goal. In this paper
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items, queried data may not necessarily get retrieved from
single Web Service. A composition plan will be required.

for previously recorded context of the matching data
instances. The retrieved context is considered as a resource
bag of context elements. The PDP then wraps the context
bag as an XACML obligation element and sends it over to
the PEP together with the obligation logic to be carried out.
The PEP uses these obligations to perform further checking
by communicating with Semantic Handler. The Semantic
handler passes the set of instances that match the query
together with the query to the Context Handler. The
context handler is composed of two sub components: the
Classifier, which dynamically classifies a query as being
potentially harmful or legitimate and the Sensitive Data
Detector dynamically, determines potentially sensitive data
from the subset of data type properties in a query.

We build a dynamic, semantic-based privacy
policy management framework on the top of the XACML
reference architecture for policy based access control.
Context handling in XACML is a protocol of
communication between a Policy Decision Point (PDP)
and a Policy Enforcement Point (PEP). The PEP forms an
XACML request and sends through context handler to the
PDP. The PDP later uses those attributes to evaluate
policies. The PDP sends additional requests for additional
attributes from the context handler as desired and finally
sends a Permit or Deny decision as reply to the PEP, which
enforces the final decision.

3.1Registration and Appointment
Users in the hospital environment will have an
initial registration at the web end. The server in turn stores
the information in its database. Now the patient login and
fix appointment to the Doctor by mentioning date and time
of the appointment, disease, specialist and doctor name.
Each Doctor views their appointment in their appointment
page.
3.2 XACML Policy for Resource Access
Admin set privileges to staffs from data accessed
from different web services. Staffs will categorize as
Doctor, Staff Nurse, and Lab Technician. Each web service
has an Ontology repository. Data accessed from Web
Service will be classified into three categories: Sensitive,
Low Sensitive and High Sensitive. Based on category of
the Staff, an XACML Policy will be created by the admin.
Dynamic rules can be created in XACML Policy.
3.3 Web Service Composition, Diagnosis and Patient
Report
Doctor view patient information such as disease,
prescription etc. If doctor has a doubt about disease, he/she
can contact Research Department to retrieve Medicine or
Treatment Type detail. Patient is advised to take lab test.
Lab Technician provides test result to patient. If Lab
Technician has doubt to deciding lab result, he/she can
contact Research Department. XACML Policy will be
applied to Lab Technician. Decision to access lab result
will be based on Lab Technician XACML Policy. Based
on test result, Doctor decides patient type: In Patient or Out
Patient.

Fig 3.1 System Architecture
Composition plan will be generated where any
service WS1 which depends on another service WS2. To
manage data privacy, Web Services defines a privacy
policy for each instance in its OWL repository. Bio2RDF
is a system, written in JSP, the Sesame open source triple
store technology and OWL ontology [6]. Each repository
manages data access through SPARQL endpoint.
Whenever a user submits a query, the query first goes to
the PEP which wraps it into an XACML request and
forwards the request to the PDP, which in turn
communicates with the PIP to fetch the required attributes.
In the proposed system, the PIP communicates with the
Semantic Handler (SH), to look for the required attributes
in the service’s repository. The PDP later uses these
attributes values to evaluate the request sent by the PIP. If
the decision is permit, the PDP ask the semantic handler
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3.4 Hospital Automation and Billing
The Patient Information i.e. report which contains
all the information about the patient will be sent to Patient
Page. Patient Page contains hospital fees to be paid
including lab fees, doctor fees etc. Patient will be
redirected to Bank to pay fees. After successful transaction,
Patient Report will be generated. If the Patient type is In

34

ISBN:9788192958056

Enhancing the Privacy Policies of Hospital Using XACML
[9.] Sun’s XACML Implementation. [Online]. Available:
http://sunxacml.sourceforge.net/, 2003. [10.] WSO2
Balana
Implementation.
[Online].
Available:
https://github.com/wso2/balana, 2013.

Patient, Doctor sends report to Staff Nurse. If Staff Nurse
view attributes, access decision check in PEP and PDP.
If the access is Permit, Staff Nurse can view otherwise not.
If the Patient is discharged from hospital, he/she will be
redirected to Bank to pay fees. After successful transaction,
Patient Report will be generated.

[11.] A. Ghafoor, E. Bertin and R. Bhatti, “A trustbased
context aware access control model for webservices,” in
Proc. Int. Conf. Web Services, 2004, pp. 184–191.

IV. CONCLUSION
The proposed system produces an Access control
set using a XACML based privacy-policy management
framework. We describe a dynamic, semantic-based and
context-sensitive approach for privacy policy management.
Composition plan will be generated for querying from
multiple Web Services.
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Abstract: — Wireless sensor network becomes popular both in civil and jobs in military. WSNs are of particular

interest to adversaries due to their frequent deployments in open and unprotected and low computation resources so
each node is weak entity, that software inside the network As security mechanism is not enough to sensor network
from external attacks, introduction of intrusion detection system is needed. Many mission critical wireless sensor
networks require an lightweight, efficient and flexible intrusion detection algorithm to identify malicious attackers.
Intrusion detection in a wireless sensor network is of significant importance in many applications to detect malicious
or unexpected intruder(s). The intruder can be an enemy in a war field or an unusual environmental change in a
chemical or any industry etc. Our intrusion detection system is based on specific detection rules.
Keywords: Security, Wireless Sensor Network, Sensor Node,, Intrusion detection.

I.

II.

INTRODUCTION

SECURITY ISSUES OF WSN

Apart from traditional network security threats in
the WSN, WSN faced with many new security problems,
such as passive attacks and active attacks; internal attacks
and external attacks; host and network attacks. Attack can
be divided into layers corresponding to different protocols.

Wireless Sensor Networks (WSN) is a kind of
networks that constitutes by a large number of small
mobile devices with sensor functions. It is mainly used to
collect, disseminate and process sensor information. It is
large- scale, wireless, self-organizing, multi-hop, nopartition, no infrastructure support, its nodes are
isomorphic, lower cost, smaller size, and most of them
can’t move. Wireless sensor network are differ from other
wireless ad hoc network in the sense that they are resource
limited, they are often prone to failure, they are densely
deployed, their topology often changes, they are remotely
managed. They use broadcast mechanism instead of point
to point. Wireless communication is often unreliable. So
there is a chance of dropping the packets.

 Physical layer attacks: Radio interference and
physical capture, etc.
 Data link layer attacks: Frame the conflict, unfair
attacks and energy depletion attacks.
 Network layer attacks: Network layer is the research
focus and most of attacks from this layer. For
example: a) False messages, modify, or replay
routing information; b) Sinkhole attack; c) Selective
forwarding attack; d) Sybil attack; e) Wormholes
attack; f)Hello flood attack.

Intrusion detection systems (IDS) according to
collect data in different ways can be classified based on
host and network- based intrusion detection. IDS of
traditional wired network cannot be directly used to
wireless sensor networks, because of its characteristics of
"wireless",
autonomy, and multiple nodes distributed
in unattended environment , not the central node , but
consider the issue of energy consumption, the system
should be as much as possible to avoid excessive
complexity in the design and communication.

 Transport layer attacks: It main has not
synchronized attack and run out of memory attack.
 Application layer attacks, such as data gathering,
task distribution, target tracking, etc which all need
security.
Secure communication is required for transmitting
data securely between sensor nodes. Setting security goals
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 It is extremely challenging to ensure authentication
because of the wirelessness of the media and the
unattended nature of sensor networks.
 The energy and computational limitations of sensor
nodes makes it impractical to deploy complex
cryptographic techniques.

for sensor networks will depend on knowing what it is that
needs protecting. Sensor networks share some of the
features of mobile ad hoc networks but also add some
unique challenges. The security goals encompass both
those of the traditional networks and goals suited to the
unique constraints of sensor networks. The four security
goals for sensor networks are determined as
Confidentiality, Integrity, Authentication and Availability
(CIAA).

1. Availability
Availability means the service should be available
all the time. It means whether a node has the ability to use
the resources and whether the network is available for the
messages to communicate. Complex security measures
require a higher consumption of energy and computation
power. It keeps availability of the network challenging.
However, failure of the base station or cluster leader’s
availability will eventually threaten the entire sensor
network. therefore availability is most important factor for
maintaining an operational network.

1. Confidentiality
Confidentiality is the ability to conceal messages
from a passive attacker so that any message communicated
via the sensor network remains confidential. This is the
most important issue in network security. Carman et al.
[2000] and Perrig et al. [2002] have said the following
about confidentiality in sensor networks. A sensor node
should not reveal its data to the other nodes in the network.
For example, an adversary has injected some malicious
nodes into the network in a sensitive military application;
confidentiality will not allow them from gaining access to
information about other nodes.

The study for the applicable of WSN security
programs and security technology is the urgent needed,
routing,
various
security
authentications,
time
synchronization for example: security architecture, key
management, secures, and security localization of nodes,
intrusion detection of network and prevention strategies

Establishing and maintaining confidentiality is
extremely important when node identities and keys are
being distributed to establish a secure communication
channel among sensor nodes.

2. The Intrusion Detection of WSN
An intrusion is defined as a set of actions that
compromises confidentiality, availability, and integrity of a
system. Intrusion detection is a security technology that
attempts to identify those who are trying to break into and
misuse a system without authorization and those who have
legitimate access to the system but are abusing their
privileges. The system can be a host computer, network
equipment, a firewall, a router, a corporate network, or any
information system being monitored by an intrusion
detection system.

2. Integrity
Data integrity in sensor networks is needed to
ensure the reliability of the data and refers to the ability to
confirm that a message has not been tampered with, altered
or changed while on the network. Even if the network has
confidentiality measures in place, there is still a possibility
that the data’s integrity has been compromised by
alterations. The integrity of the network will be in question
if a malicious node present in the network injects bogus
data or turbulent conditions due to wireless channel cause
damage or loss of data.
III.

An IDS dynamically monitors a system and users’
actions in the system to detect intrusions. Because an
information system can suffer from various kinds of
security vulnerabilities, it is both technically difficult and
economically costly to build and maintain a system that is
not susceptible to attacks. Experience teaches us never to
rely on a single defensive technique. An IDS, by analyzing
the system and users’ operations, in search of undesirable
and suspicious activities, may effectively monitor and
protect against threats.

AUTHENTICATION

Authentication indicates the reliability of the
message. Attacks in sensor networks do not just involve
the alteration of packets; adversaries can also inject
additional bogus packets. So the receiving node needs to be
able to confirm that a packet it has received is actually
comes from the node who have claim to sent it. In other
words, data authentication verifies the identity of senders.
Data authentication is achieved through symmetric or
asymmetric mechanisms where sending and receiving
nodes share secret keys to compute the message
authentication code (MAC).
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Figure 1: The basic form of IDS
2.

Ant Colony Based Approach
The proposed model in [2] has two phases. The
first phase is initial configuration of the network, and the
second phase performs identification of attacks and routing
of data. Proposed intrusion detection model consists of
four stages:

IDS are a proactive intrusion prevention
technology, such as figure 1. The WSN are usually
deployed in harsh environments, or even the enemy area,
so vulnerable to enemy capture and invasion. The IDS of
WSN is varying widely from traditional network, mainly
three aspects: No fixed network infrastructure;
Communication type; Available resources (such as energy,
CPU, memory, etc.).

Formation of Cluster
To form clusters, the WSN is divided into
different geographical regions G. Within each geographical
region G a node N is chosen randomly and a parameter L
that indicates the level of neighbor in the cluster is
decided. Further to avoid HELLO flood attack only M
neighbors are sent the Hello message. The neighbor list
exchange process starts from the node N and goes up to L
levels.

With limited resources, some effective security
defense techniques for traditional LAN/WAN/Internet are
no longer suitable for wireless sensor network. For
example, asymmetric cryptography is often too expensive
for many WSN applications. Intrusion detection, as another
layer of security, plays a more important role to secure
wireless sensor networks. However, the low computational
power and the insufficient available memory pose big
challenges to the design of an intrusion detection system
for WSNs: the intrusion detection components should
optimize resource consumption, and it might sacrifice its
performance to fit the resource constraints. Another
challenge is only limited log/audit data could be used for
intrusion detection due to low available storage. Sensor
nodes use wireless communication in WSNs. Any
information over the radio can be intercepted and the
private or sensitive information could be captured by a
passive attacker. An aggressive attacker can easily inject
malicious messages into the wireless network to perform
varied attacks.
IV.

Identification of cluster head within the cluster
Once the cluster is formed, the cluster head
selection process starts. Three random nodes H1, H2, and
H3 are chosen within the cluster. The resources of H1, H2,
and H3 are then computed and compared with a predefined
threshold value of resource. A node with highest resources
is then selected as a cluster head. This process is applied to
select a cluster heads of all available clusters.
Deployment of Ant pheromone on cluster heads
Once the pheromone is deployed over all the cluster
heads, the routing process can begin. The routing process
is now a two stage process. In the first stage, data is sent to
respective cluster head by the source node. The cluster
head then sends Hello message along with pheromone
request to its neighbor cluster heads. The entire neighbor
cluster heads reply with their current pheromone value.
This process is repeated until an optimal path from source
cluster head CH to destination is found. It is capable of
taking care of internal as well as external attack. Further
the conformity check after the formation of cluster makes
sure that no malicious node becomes part of WSN.

RELATED WORK

In this section we have discuss existing method that
are used for secure data aggregation.
1. Weighted Trust Evaluation Approach
The basic idea in [1] is that forwarding node give
trust values to each of the nodes in the cluster, if a node
sends incorrect information which implies that a node has
been compromised the forwarding node (aggregator node)
directly lowers that node’s trust level. It is much easier and
less complex to keep track of the nodes and it is harder to
compromise most of the node unless an attacker
compromises the base stations. This approach is based on
the assumption that base stations are trusted. In fact, if the
adversary can gain control over the base stations, he/she
can do any possible attack against the WSN. This is an
interesting open problem. Another critical assumption is
that the majority of the sensor nodes are working properly.
If the number of compromised nodes is more than the
number of normal nodes, the legal nodes will be reported
as malicious one and being isolated. Through intensive
simulation, the author has verified the correctness and
efficiency of the detection scheme.
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3. Data Mining Based Approach
A sensor based online mining wireless intrusion
detection system is proposed in [3]. It applies data mining
clustering technique to wireless network data which is
captured through hardware sensors and detection of
anomalous behavior in wireless packets is done. Using
hardware sensors to capture network packets enables
detection of attacks before they reach access points. All
packets transmitted in the networks are analyzed for more
complete attack detection. Experiments show that the
system can detect intrusions without undergoing any
training and has a higher detection rate.
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4. Agent Based Approach
In the agent based approach as in [4], the author
has evaluated the performance of the agent based abnormal
detection model, which is implemented by rule base and
naive Bayesian technique. Throughout experiment the
simulation results shows that the performance of the
proposed agent based model is better compare to existing
methods. Proposed model identifies the abnormal event
pattern sensor nodes in a largely deployed distributed
sensor network under a common anomaly detection
framework which will design by agent based learning and
distributed data mining technique.

and negatives when collaboration among nodes is
employed.

5. Trust Based Approach
In a trust-based intrusion detection scheme as in
[5], the author has considered a composite trust metric
deriving from both social trust (honesty) and QoS trust
(energy and cooperativeness) as an indicator of
maliciousness. By statistically analyzing peer-to-peer trust
evaluation results collected from sensor nodes,each cluster
head applies trust-based intrusion detection to assess the
trustworthiness and maliciousness of sensor nodes in its
cluster. Cluster heads themselves are evaluated by the base
station. An analytical model based on stochastic Petri nets
is developed for performance evaluation of the proposed
trust-based intrusion detection scheme, as well as a
statistical method for calculating the false alarm
probability. Simulation results show the effectiveness of
the approach.

9. Hybrid Approach
A hybrid intrusion detection system for enhancing
the security of a cluster-based wireless sensor network is
proposed in [9]. Proposed hybrid intrusion detection
system consists of three modules: The anomaly detection
module is used to filter the normal or abnormal packet.
Then, the abnormal packets are judged through the misuse
detection module for type detection. Finally, the results of
the two detection module are integrated by the decisionmaking module to determine whether the intrusion and the
type of intrusion, and return to the manager to follow-up
treatment. Simulation result shows the efficiency of the
proposed system.

8. Game Theory Based Approach
A theoretical signaling game model for intrusion
detection in wireless sensor networks is proposed in [8]. A
signaling game is used to model the interactions among
nodes of a wireless sensor network. The interaction
between an attacker and an individual node is as a
Bayesian game with incomplete information. The author
has proposed a signaling Bayesian game to model the
interaction between a notorious node and IDS.

V.

Intrusion detection is very crucial issue due to the
nature of wireless sensor nodes. In this paper first we have
discuss the security issues in WSN, then various challenges
associated with intrusion detection system and the existing
methods to detect the malicious node in wireless sensor
network.

6. Weak Hidden Markov Model Based Approach
A weak hidden markov model based intrusion
detection method for wireless sensor networks is proposed
in [6]. State transition probabilities are reduced to rules of
reach ability in weak Hidden Markov model (W-HMM).
Intrusion detection algorithm can be divided into two
stages: training and learning stage and real time intrusion
detection stage. The author has introduced scoring scheme
nd deviation alarm mechanisms to enhance the state
transition accuracy of W-HMM. Simulation results show
that the methodology is efficient.
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Abstract - Social networks have become an important marketing tools for business to build brand pages to prompt their
new products. If this medium is explored intelligently then the social network medium has a potential to provide many new
ways to market the audience with the help of registered users indirectly, without knowing them. Social Network (Face book) has
provided many tools for marketing purpose like groups, events, social ads. Fans’ user-experience diffusion results in great
marketing power that people never seen. Typically, some of the fans in group are influence users. They are market movers
which mean they can influence others buying decisions. Businesses can affect online influence users by giving them extra benefits
to turn them into spokesmen. When analyzing the users’ scope of social networking, it can be concluded that the modern
social communities influence in individual’s private life. However, who is the influential user? What period of time is
appropriate for information to spread? In this study, a framework based on frequent pattern mining is proposed to
find the influence users as well as the proper time to spread information. It also presents a survey based research from
users and organizations for finding their views on the tagged based marketing on the social networking website The one day
24-hour period can be divided into successive time segments. An influence transaction that contains fans’ influence power will
be defined in each time segment. After transactions being collected several days, helps in understanding the reason what
are the barriers and what steps could be taken to make it effective for organizations, the frequent patterns can be found
to deduce the proper time for influence users to spread information. The theoretical experiment is given to show
how the proposed framework works.
Keywords-Social network mining; f r e q u e nt i t e m set; Social network influence; Marketing on social Network; Tagged Based
Marketing.

I.

physically meeting. Success of the online social networks
with growing trends has allowed organizations to penetrate
this new domain for marketing their products.

INTRODUCTION

Social network websites, such as Face book, have
attracted enormous users to perform various activities
through the services websites provide. Basically, users in
social networks will interact with each other by sharing
opinions or exchanging messages [9]. There are two
important characteristics can be found in social
networks. The first characteristic is that people in social
network can build lots of trust relations with others
regardless of geographical locations [4]. Another important
characteristic is that the trust relationship built with
someone who we may have never e nco untered in
person.
These t wo c h a r a c t er i s t i c s spread of
information or ideas [14]. Social network is a new
information propagation model which the users are both
information consumers and information producers [1].
People nowadays prefer spending more time in gossiping,
playing games, browsing friend’s profiles and chatting
with their friends on social networking sites rather than

ITAR International Conference

Pune

Many social networks allow companies to market
their product through different tools provided by them.
Businesses realize the benefit of social networks and build
their own fans group to post advertisement to prompt their
products. In fans group, some of the fans post articles to
share user experiences, and some fans add comments to
reply those articles. When people browse these articles, the
opinions or debates in posts may affect their buying
decision. Now, not just a small number of people but more
and more people consult the posts before they making
products buying decisions.
Influence propagation is always an interesting
subject in business [1] and the relative topics about
influence have been studied by social scientists a long time
[3, 5-6, 9]. One fundamental problem is how to identify the
right influential users in social network. Not every fan’s
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posts have influence power. Businesses may want to know
who the influence fans are in social networks [1]. The
influence fans play the role as market-movers who can
really affect buying decisions of social network users. If
the influence fans could be identified, the business can
target them and sell the product to them in a special price
or even give them some free samples to make them to have
more understanding about products. The influence fans
will share their user experiences or comments that may
affect other fans buying decisions making. That is, the
business could plan their marketing strategies in social
networks by turning influence fans as unofficial
spokesmen and triggering a cascade of influence by which
fans affect other fans or non-fans.[1] proposed a
framework to find influential bloggers. Their method to
identify influential bloggers is according to a set of
collectable statistics. Some other mining methods are also
proposed to identify influence users or do the research of
information propagation problem [2, 16-18], however,
none of them consider when the proper time is in the day to
spread information. The information posted on fans group
is easily faded out with time. This circumstance is often
seen in those Face book groups that own enormous number
of fans. Because too many fans want to share their
opinions, a post will be flooded out in a very quick time. If
a post is shared by an influence user but flooded out before
it can be seen, the post won’t have any influence power.
In this paper, we propose a framework based on
frequent item sets mining method to find potential
influence users as well as the proper time for influence
users to spread information. The one day 24-hour period
can be divided into successive time segments. An influence
transaction that contains the fans’ influence power will be
defined in each time segment. After influence transactions
being collected several days, the frequent item sets will be
found to deduce the proper time in the day for the
influence users to spread information.
This presents a survey based research from users
and organizations for finding their views on the tagged
based marketing on the social networking website The
objective is to help the businesses to target right fans and
encourage them to share helpful promotion comments on
fans group at the right time. That is, even the posts will be
flooded out in a short time, but we hope the right influence
posts could be seen by the most online users at the right
time.
II. RELATED WORKS
This section describes works related to data
mining in social networks.
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A. Social Networks
A social network can be seen as a graph structure
that is composed by nodes and links which represent
relationships between nodes. Through the social
networking web sites, social network users share their
opinions or post their products reviews or ratings. One
important characteristic is these messages can be
exchanged or spread very quickly. These social networking
sites can be seen as new type of social media [9]. Since
social network users increase a lot in these years, social
networks have got businesses attention.
Businesses utilize this new type of media to build
virtual community to initial activities to promote products,
to communicate with their fans, and to collect fans data to
analyze users’ behavior.
B. Data Mining in Social Networks
Because businesses can analyze the data to derive
implicit information to help the marketing strategies
adjustments. However, to analyze the social network data
is a very challenge work since the social media data are
vast, noisy, unstructured, and dynamic [9]. Data mining
methods are also good choices to analyze social network
data because Data mining is the concept of aiming to
analyze large amount data for discovering implicit but
useful knowledge. is tics of social network data, several
literatures have invented new data mining methods for
social network data mining. Those new data mining
methods have applied on community analysis, users’
sentiments
sensing,
recommendation
systems
improvement, predict social links, and influence
propagation exploring, etc.
C. Social Networks Influence Propagation
The aforementioned paragraph has stated the
social networks are the platforms for information spread.
Since some of the users’ post have influence power that
could affect others buying decisions, the influence will also
be spread to everywhere in the networks. With the growth
of social network users, businesses have realized that
social network sites are also marketing channels and adjust
their marketing strategies toward social networks.
Businesses never want their resources to waste on
ineffective marketing activities no matter these activities
held in physical market or virtual community. Hence, a
fundamental problem is whether there exist the influential
users, and how to find them. If businesses can identify the
influential users and make special marketing strategy for
them, businesses will benefit for the influence
propagation..
D. Frequent Item sets (Patterns) Mining
Assume that D is a transaction database. The set
of all items is denoted as I. A transaction in D is denoted as
t. A set X ⊆ I is called an item set.
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The set X’s support can be calculated as:
support(X)= |X ⊆t|/|D| An item set is frequent if its support
is greater than or equal to a pre-defined threshold min_sup.
That is, a frequent item set must be contained in a certain
number of transactions. The Apriori-based algorithm is the
first work to find frequent item sets. However, the Aprioribased algorithm is inefficient because the frequent item
sets are found by repeatedly scanning the database. Several
non-Apriori methods have been proposed to solve the
inefficient problem on mining frequent item sets [10, 13,
19]. FP-growth [10] is a well-known and efficient nonApriori algorithm. It scans the database twice to build an
FP-tree structure to store frequent item sets. Finding a
frequent item set in FP-tree is easy since each branch in the
FP-tree is a frequent item set. Because the FP-tree is a
compact structure, the performance to track frequent item
set is better than those Apriori-based algorithms [8, 11]. In
this study, a FP-tree will be constructed in order to have
better performance in tracking frequent patterns.
E. Influential in Buying
Influence of any person close to an individual has
some impact on his life and this influence can also be seen
in decision making, either it is of choosing any house hold
item, selecting a career or anything else. In [19], the
researcher has discussed that purchasing decisions are
strongly influenced due to trust among people and also if
people know each other. Many online shoppers wait for
opinions about the product before purchasing anything.
Ecommerce companies convinces people to give feedback
of the products by writing reviews, rating etc. some ecommerce companies have also started to use online social
marketing after analyzing the effect on the sales due to this
activity. Further examined the impact of this social
influence in terms of increase in the sales and revenue
Analyzing the user behavior on the internet is one of the
most critical factors that help in making the website
successful. In [12] the researcher has emphasized
organization to understand the user behavior when they
login to the social networking website.
Understanding user behavior would help
organization in evaluating the design and performance of
the website; this could help in placement of the advertising
on the website for better visibility with no annoyance to
users.
F. Marketing Strategies
Every company either its small, medium or large
enterprise have their objectives, goals and plans. For
achieving their goals, these companies do have to adopt
some strategies or techniques. Most successful companies
strictly follow their objectives, goals for their survival. In
new era internet has become a basic element in
individual’s life and many companies are focusing the
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internet for marketing their products. Some of the optimal
strategies are described in the paper [16]. In this paper the
researcher has described about the intelligent selling
strategies that could be applied on social networks for
influential marketing and also emphasizes that for increase
sales, seller should provide benefits to their potential
buyers.
G. Privacy Issues
Privacy concern among internet users is the major
barrier in the success of the e-commerce and social
networking websites. Though large companies like
Amazon, eBay, Face books have taken measures in making
the users information private but somehow they cannot
guarantee 100% privacy. In [14] researcher has described
about the privacy issues in the online social networking
websites. In social networking sites, privacy is the main
concern among users. Current social network platforms
don’t provide any mechanism to control the information
leakage of user’s personal information. The researcher also
described that the most needed privacy on the social
networking sites are profile privacy, application privacy
and newsfeed privacy. The researcher has also proposed
the modifications in the existing privacy platforms that
help user sharing their information with the third party
applications
III. TAGGED BASED MARKETING INSTEAD OF
OTHER MARKETING TOOLS
Face book has provided many tools for the small
and medium sized enterprise organizations for marketing
their products and increase clientele using Face book as a
domain. Just like creating groups, events, Profile pages etc.
yet they all have certain limitations.
i) Profile Page
For penetrating any domain, the basic thing is to
establish your existence. Profile pages are the entry point
for any organization to show their presence on Face book.
The profile page is just a page containing your information.
On profile page the organization can share the promo
picture, videos, introduce new brands to target the audience
ii) Groups
Groups are the most simplest and the oldest way for
marketing your company or any brand on Face book.
Groups allow the organization to create a place for
customers and friends so that they can participate in the
discussions on the Face book. Groups are mostly used for
viral marketing. There are some limitations in using groups
 Groups are just like private chat rooms, only the
persons added to the group can participate in the
activities.
 Group does not support large number of members.
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Groups doesn’t allow the integration with other Face
book

V. DESIGN AND ALGORITHM TO FIND
INFLUENCE USERS

iii) Events
Face book events is the application mostly used
by organization to promote their events, product launches
etc. when you create an event that means you are creating a
page which is similar to the groups in which you can start
discussions, share photos, videos and links.
iv) Face book Pages
Face book pages are a way for the many
organizations to create their presence on Face book. Face
book pages are like groups with some differences
 Face book pages allow organizations to integrate
their page with other applications to extend their
functionality and analyze the user presence.
 Face book pages also support the News Feed,
which indirectly invites Friends of your page fan,
to become the member.
IV. TAGGED BASED MARKETING
Tagged based marketing is the extension of the
Face book pages. This strategy will be helpful for the
company to market their product, brand. Tagged based
marketing allows the organization to tag the feedback of
the product to their customer. Once the tag has been done
then this tag will then be visible to the Friend List of the
customer in the News Feed.

Introduced how to find influence users in social
networks as well as the proper time for influence users to
spread information. Here not invented new data mining
method but developed a framework based on frequent
patterns mining method. Following is the description of
our proposed framework.
An influence user is thought as his messages or
opinions posted on group wall will affect other users
buying decisions.

The benefit of the tag based marketing is:
Suppose an organization take feedback of any product
from the consumer and with his/her permission the
feedback is tagged on the consumer profile. This tag will
now be visible in the News

Intuitively, could think that if the more influence
power a user has, the more quickly and widely he can
spread his opinions to other users. Before we can evaluate
a user’s influence power, we calculate his influence range
and influence strength first.

Feed of the Friend List of the consumer, which
helps in the influential marketing; trust of the product will
be increased in the consumer circle by consumer’s
influence. This is the indirect marketing that the
organization would be doing with low cost as compared to
the other marketing domain. The major benefit of this
marketing is the trust of the product which is very
important in today competitive market.

1. Divide one day 24-hours period into successive time
Segments T={ t i | i=1 to K} is the successive time
segments set. The length of the time segment depends on
the application needs.
2. Get online fans sets N i for each ti.
3. Calculate influence power pj for each nj in Ni. If a data
pair (nj, pj) is seen as an item, the influence transaction
TRi can be defined in this step for each ti. D is the
transaction dataset for all TRi.
4. Remove some items that their influence powers are less
than a pre-defined power level, if necessary. TR1 is
denoted as a reduced influence transaction. D1is the
reduced dataset.
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5. Find L-frequent patterns from D1. L is a pre-defined
value and L >= 2. 6. Check the L-frequent patterns to
identify who the influence fans are. 7. Compare each TR1
with L-frequent patterns to find when the proper time to
spread messages is.

One experiment is given to evaluate our works on
influence fans finding. The test is to prove that our
proposed method can find the right fans to spread
messages to affect users in social network at the right time
of the day.

VI. EXPERIMENT RESULTS AND DISCUSSION

Table I. Influence Power Evaluation Table

One experiment is given to evaluate our works on
influence fans finding. The test is to prove that our
proposed method can find the right fans to spread
messages to affect users in social network at the right time
of the day. In this test, a single time segment length is set
to four hours. Hence, t1 is the time period started from
0:00 to 4:00, t2 is started from 4:00 to 8:00 and t3 is started
from 8:00 to 12:00. That is, T will be the set of {
t1,t2,t3….,t6}.

Table II. Online Fans Set Collected For Three Days

We assume the following conditions for this test.
1. N is {n1, n2, n3…, n10} and this test will collect
transactions for three days.
2. Assume that we have gotten the number of each fan’s
outer friends and inner friends. The number of each post’s
thumbs up, comments, and sharing are gotten from fan’s
insight data.
3. Equation R (nj) wr1*| OGF | | IGF |1/wr2 is used
to get a fan’s influence range. The weight number Wr1 is
set to 1. The weight number Wr2 is set to 2.
4. Equation: S (nj) ws1 * tup (nj) ws 2 * cmt (nj)
ws 3 * shr (nj) is used to get a fan’s influence strength.
The weight numbers for the factors of thumbs-up received,
comments received and sharing received are all set to 1
since we think those factors are equally important.
5. The Table I is adopted to derive influence power of all
fans.
6. The item with low influence power needs to be removed
from each transaction. Table II shows the final collected
online fans set. For each online fan, his influence range can
be calculated according to (2) and influence strength can
be calculated according to (3). After all data pre-processing
work, Table III is the reduced dataset IH. Let the minimum
support is 6, the 3-frequent pattern {(n2, ph), (n6, ph), (n8,
pm)} can be found in the reduced dataset IH . That is, the
fan n2, n6, and n8 are influential users. Next, comparing
the 3-frequent pattern with each transaction, one can find
the proper time for influence fans to spread their comments
or opinions are t1, t4, t5 and t6.
The experimental result show us if the comments
posted on right time, the business could get the better
influence propagation effect.
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VII.CONCLUSION
Social network is an information propagation
model Information or ideas spread in social networks more
easily than in physical world. Some information can
influence social network users’ buying decision making.
Businesses realize they must use social networks as
marketing channels to boost their sales volume. That is
why so many companies build their Face book fans group
for marketing purpose. In order to have efficient marketing
activities, business always want to know who the right
influential users are in their fans group. If the influence
fans could be identified, the business can target them and
turn those influence fans as unofficial spokesmen and
triggering a cascade of influence by which fans affect other
fans or nonfans. In this paper, we propose a framework
based on frequent item sets mining method to find
potential influence fans. We even consider that the proper
time in the day for influence fans to spread is a very
important subject because the post is very easily flooded
out and if the message is posted at wrong time, it may not
be seen by anyone. It focuses on the product review of
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customers on social networking website to promote
marketing and uses quantitative research methodology. To
help understand the users and organizations behavior, a
survey is being conducted from social network users and
organizations. The survey consists of separate
questionnaires for users and the organization. The
proposed framework divides one day 24-hour period into
successive time segments. Influence transactions will be
defined in each time segment. An influence transaction
dataset is used to get frequent pattern which will be used to
deduce the proper time in the day for the influence users to
spread information. The objective is to help the businesses
to target right fans and encourage them to share helpful
promotion comments on fans group at the right time. The
study reflects that with the increasing growth of Social
Networking websites, people opt to share more and more
information and this growth has open a way for the to
penetrate the new domain. The research finding consists of
two phases: user and organization. While conducting
survey from users, we found that most of the people
support marketing on social website In the future, we will
build an experimental Face book fan group page to collect
fans’ data and apply our framework to identify influence
fans. We hope our proposed framework can really help the
businesses in fan group page engagement.
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Abstract - The prediction of air passenger’s mode choice decision to and from airport forms a key analytical component of airport
management system. And help to define strategies of Inbound and Outbound process together to minimize congestion at airport
terminal. The goal of this proposed model is to perform mode choice analysis by using customized Multinomial Logit Model (MNL)
for Indian transport facilities and factors associated with it. The resulting parameters used to perform decision making process for
airport expansion and management schema. In addition, it helps to define smart solution for ease congestion at airport terminal.

This decides which predictor is important and how it is
used for mode split.
As past studies has shown Multinomial Logit models,
exhibit very high levels of prediction performance compare
to other model of statistical analysis.
In this paper Amir Reza Mamdoohi et al (2013) stated that
Mode choice modeling has potential to predict and analyze
factors affecting Air passengers flow to airport terminal.
Based on data gathered Multinomial Logit Model is used
to define result that access mode choice is significantly
affected by travel time, travel cost trip purpose and
economical status.
Built Environment BEs studies and transport mode access
choice proposed that more choice need to be diverted to
less use of private car and more public transport usage. By
considering this factor, Mahdi Yazdanpanah (2017) uses
hybrid choice model (HCM) to capture the effect of the
latent variable within the choice process the result oriented
helps to policymakers must focus on finding a better
solution for more convenient access of Airport terminal.
HCM is composed of attributes of alternatives, explanatory
variables, and the latent variable to the utility function of
the transportation modes.
Lothar Bondzio describes choice behavior of departing
passenger and effect in quality of airport access on its
travel behavior. Model proposed estimation in random
utility for airport choice and airport access mode choice.
This aggregate results focus on specific approach for
policies and decision making aspect.
Airport Ground Access and Egress Passenger Flow Model
(AGAP) proposed by Dr. Milan Stefanik work on
innovative approach to passengers and baggage flow
simulation in door to door transportation process. The
separate algorithm of transport modes choice is embedded
in AGAP Model for evaluation of passengers more
preferred transportation in term of travel cost, travel time
and comfort.

INTRODUCTION
As recent studies show that, airport access mode implies
1/6 traffic from city center to airport and passengers are
crawling in traffic to and from airport. Current airport
expansion schema need to provide compatibility with
efficient and high speed airport access. Mode choice
models help to predict passenger’s most attractive mode of
transport, preference of passenger’s arrival time and give
useful insight into route decisions to minimize congestion
at and around airports.
Airport access mode choice creates impact on air service
quality, passengers’ service time and supplementary
reasons for airport congestion. To address the above
challenges, this thesis paper helps to improve the existing
approaches and strategic planning of airport access mode.
To develop a statistical approach for the understanding and
evaluation of the airport access mode choice problem,
Indian airports are considered with several alternatives of
transportation modes and some most affecting factors. The
approach presented and illustrated in this thesis paper is
able to serve common platform for better integration
planning and decision-making schemes for airport
management system and airport congestion control.
Additionally, the calibrated model and factors considered
with Indian transportations are capable to assist the
planning of airport ground access services at international
airports.
LITERATURE REVIEW
Aleksandra (2016) stated which factors are influencing
more in choice of transport mode for Warsaw Chopin
Airport (WAW).Here simple statistical analysis is
compared with regression tree model. Homogeneity factors
in passengers group is used for regression tree algorithm.
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Stephane Hess et al (2006) presented an analysis of air
travel choice behavior in the San Francisco Bay.
Formulated model combines choice of airport, airline and
access mode for departing passengers. It also defines
correlation along these three dimensions for airport
commercial development. The result stated that this
analysis have a significant impact on the attractiveness of
an airport, airline and its growth.
The analysis method is more effective for the airport
access mode choice by passengers. Ilgin Gokasar (2017)
used Multinomial Logit (MNL) focus is on how transit
areas of influence affect the mode choice for travelling to
airports. The results orient conclude that significant factors
and variables that directly affects the access to Atatürk
International Airport (IST) in Istanbul.
Use of public transit for airport access has been
recommended or its evidence presented by several studies
(Monteiro and Hansen, 1996; Gupta et al., 2008; Budd et
al., 2011).
Separation of passengers in terms of trip purposes as
business and non-business were considered to be essential
in several studies (Harvey, 1986; Hess and Polak, 2006;
Gupta et al., 2008; Tam et al., 2008; Akar, 2013; Choo et
al., 2013).
Yu-ChunChang(2013) had used survey data from
Taiwanese sample data for analysis. The study shows
which factors are really affecting for airport access mode
choice. The analysis concludes that elderly passengers are
more like to travel by private transport than public
transport.
Mei-Ling Tam et al (2011) proposed analysis method. The
paper initially determines impact of travel time reliability
on mode choice decisions. It also identifies service quality
in calibration of airport access. Multinomial Logit (MNL)
is used as statistical model to forecast strategic planning of
Hong Kong International Airport.

PROPOSED WORK
4.1 Introduction
Transportation Mode (Dependent Variable): Car, Bus,
Metro, Taxi, Auto
Factors influencing choice of transportation mode (X):
Predictors
X1-Seasons: (summer, winter, Rainy)
X2-Time of Day: (Morning = 6am to 9 am, MidMorning= 9am to 12 noon, Afternoon= 12pm to 3pm, MidAfternoon= 3pm to 6pm, evening=6pm to 9pm, night=9pm
to 12noon, mid-night =12am to 3am, early morning =3am
to 6am)
X3- Group size: (1-2, 2-4, 4-10, 10-30)
X4-Transportation Cost
X5- Economical status: (High, Medium)
X6-Travel comfort (1-High, 2-Medium, 3 -Low)
X7- Travel class (1-economy; 2-business,3- first)
X8-Purpose of air travel (1-private; 2- business)
4.2 Working Model
The working model described with the help of following
diagram. The Multinomial Logit Model considers inputs of
total eight influencing factors and available transportation
mode for Indian Airport. The output is depicted as
probabilities of preferred transport mode choice by air
passengers.

PROBLEM STATEMENT
The thesis paper focuses on Airport access mode choice for
Indian Airport and transportation system. The problem
elaborated that identifying most preferred transportation
mode by passengers and influencing factors for this
preference. In order to deal with this scenario, resulting
prediction creates smooth interface between airport access
and congestion control system. The five types of
transportation mode and Factors influencing the choice of
mode are considered in this thesis paper.
Fig. 1

Transportation Mode: Car, Bus, Metro, Taxi, Auto.
Factors influencing the choice of mode: Seasons ,Travel
Cost, Time of Day, Group size, Purpose of air travel,
Travel comfort, Travel class, Economical status.
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4.3 Variables Declaration
m: Transportation modes
n: Total number of Factors
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b(m): Perception of mode m / Weightage of each factor
like (b1, b2, b3, b4, b5, b6, b7, b8)
Pm : Probability of travelling on mode m
Exp (Um) = e, about 2.17, raised to the power of Um
U(m): The utility of travel by mode m
4.4 Steps for the Multinomial Logit Model
Step 1: Input Dependent Variable and Predictors to
Model.
Step 2: Calculate Utility of Each Mode of Transportation.
U(m) = b(m) + ∑
Step 3: Calculate exponential of utility Exp(Um).
Step 4: A multinomial Logit model gives the proportion of
travelers who would use mode m (Pm) as the following.

Using Stated Preference Survey” 17th Air
Transport Research Socienty (ATRS) World
conference June 26-29 2013 Bergamo , Italy.
[3] Mahdi Yazdanpanah and Mansour Hadji
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CONCLUSION AND FUTURE WORK
In order to provide more information on how to improve
the service of various transport modes and supplement for
airport congestion control, the model gives results into
prediction probabilities. The proposed Multinomial Logit
Model (MNL) is customized for Indian Airport which is
able to calculate impact of passenger’s preferred arrival
time (PAT) and ultimately congestion at airport terminal. It
also helps to define the interface between airport access
systems with Airport management system. Furthermore, it
can be extended for decision making process in airport
expansion schemes and strategic planning to manage the
passenger’s flow at airport terminal.
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